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IMPAKTUYECKUE ACIIEKTEI TEHEPAIINN KJIIOYEN
HJIA KPUIITOCUCTEMBI 9JIb-I'AMAJIA

E. A. Unromeukun, A. A. JIlanreB

PaccmarpuBatorcs onrumMasibabie METOAbI BHIPAOOTKM KJIIO4eil mmdpoBaHust
It KpunrocucreMmbl Jjib-l'amang. IlpuBogurcsa pe3ysibrar NpakKTHIECKON pe-
AJII3AIIAN TUX METOIOB.

BBenenne

B narme BpemMs 00J1bII0€ TPAKTUYECKOE 3HAYCHHE UMEeT aCUMMeTpHIHAsA KPHUIITOTPa-
dust (unu kpunrorpadus ¢ OTKPHITHIM KA0090M). OIHOI U3 MOMYISIPHBIX KPUITOCH-
CTEeM C OTKPBITBIM KJIIOYOM SIBJII€TCS KPUIITOCUCTEMa DJib-l'aMalisd, pean30BaHHas
B Takux Kpunrorpapuueckux makerax, kak PGP nu GnuPG.

BecbMma BakHOI yacTbio peajiu3aluu JII0OOH KPUITOCUCTEMbl SIBJISETCH MeHepa-
nust kjao4eit. C 0HO CTOPOHbBI, HEIPABUJIHHO MOI0OPAHHBIN KJII0Y MOZKET CEPbE3HO
CHU3UTH 0€30IIaCHOCTb CUCTEMBI H, CJI€J0BATE/NIbHO, MPAKTHIECKYIO MPUMEHUMOCTH
JnanHoil eé peanusaruu. C JIpyroif CTOPOHBI, KeJ1aTe/IbHO MUHUMH3UPOBATH BPEMs,
3aTpayuBaeMoOe KakK Ha IeHepaldio caMuX KJIo4Yel, TaKk U Ha Ollepaluu, IIPOU3BO-
JIUMbIE€ C IHOMOIIBIO ITUX KJO4Yell B JjaJjbHeiimeM. K coxkajieHWIO, B JiaTeparype
3a4aCTyio0 TPY/JHO HailTu eauHbIl KOMILIEKC TpeboBaHuil, obeciiednBarONUil OITH-
MaJIbHYIO cTpaTeruio Boibopa KJjtoueil. [lesb jlanHoi paboThl — COCTaBUTH 110100HbBITT
KOMILJICKC IIPAKTUYCCKUX PEKOMEeHJIAlUil, UCCIe0BaB pPa3JIndHble MeTOAbl TeOpeTu-
YeCKU U CPABHUB UX JKCIEPUMEHTAJIbHO.

1. Teoperudeckmnii 1oaxoa K BbIOOPY KJTIO4eEil
1.1. Mogayas p

HawuboJiee pecypCcoéMKUM 9TAIOM MeHEepAIUU KJIF0Ueil uCeiielyeMoil KPUIITOCHCTEMbI
(eé onmcanue, a TakKe 00O3HAYEHMsI, IPUHATHIC B JIAHHONW pabore, MOXKHO Ha#TH
B [1]) siBisiercs Haxozerue GOJIBIIOro HPOCTOro Ynciaa p. Boibop p orpanuyen yciio-
BHEM: YHCJIO § = p%l JIOJIZKHO MMeTh XOTs Obl 0JiH GO0JIBIIOl MpocToii aemreb. Ha
IpaKTUKe OOBIYHO MCIOJIB3YIOT DOJIee CHIBHOE YCJIOBUE: ¢ He JIOJZKHO HMETh MAaJIbIX
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IPOCTHIX Jiesuresieil Bosce [2,4|. BoLio BbimeeHo aBa Kjiacca MPOCTHIX YHCeT, Y10~
BJIETBOPSIOINIUX BTOPOMY BapuaHTy ycjioBus. [lepBblil Kytacc n3BecTeH B JTUTEPATYPe
KaK 0e30IacHble IIPOCThbIe YHciaa. ucjaa BTOPOro Kjacca s yao0CcTBa HaMU OBLIN
Ha3BaHbl «OIITUMaJIbHBIMU», TaK KaK Ha TeKyH_H/Iﬁ MOMEHT BbIIJIAJAT CPaBHUMbIMUA
¢ 6e301aCHBIMHY 110 3AIUIIEHHOCTH OT U3BECTHBIX aTakK, HO BpeMs UX IIOUCKA IOPa3/i0
MEHBIIIE,

[IpocToe 4ucsio p HasbiBaeTcst Ge30MACHBIM (AHTII. Safe prime), eCau TUCII0 p—;l
TakKKe IIpocToe. be3zomacHpie duc/ia 10CTaTouHO peJku. B cBa3u ¢ 3ruM ObLIH HCCTe-
A0BaHbl ME€TOAbl YCKOPEHUA IOUCKA TaKUX 4YUCeJI, B TOM 4YUCJIC HUJIed 06 SCI)CI)GKTI/IB—
HOM IpocenBaHuu Kauuaaros u3 [8]. Ha ocHoBe srux Mero 0B HaMu ObLI cOCTaBIICH
AJITOPUTM I'€HEpalUK IPOCTOr0 YUC/Ia ¢, JJIsi KOTOPOro p = 2q + 1 3aBejioMo Oyjier
IPOCTBIM, T. €. 0e30IMaCHBIM. AJITOPUTM OIUCAH B Ta0JI. 1; yepe3 Pg 0003HAYEHO MHO-

2KeCTBO BCeX IIPOCTBIX 4YucCeJI, MEHbIINX B.

Tabmmra 1

AnropurMm remepanuu ¢

1. Beibpars cayuaiinoe uucio ¢ = 5 (mod 6) Tpebyemoro pasmepa.

2. Ecm 3r € Pg: g € {0,251} (mod r), nepeitru k mary 5.

3. Ecmm 2P~1 # 1 (mod p), nepeiitu K mrary 5.

4. Ecinu q npoxonut tect Pabuna—Muiuiepa, BepHYTh ¢, aJirOpuT™M 3aBEPIIEH.
9. YBenuuuTh ¢ Ha 6 u mepeiiTu K mary 2.

AnropurM 3aBepiraer padoOTy 3a KOHEUHOE UHCJIO IAroB, HMOCKOJbKY, HAUMHAL
¢ HEKOTOpPOI'O YHCJa, IOCIeI0BATE/HLHO B IMOPSJKEe BO3pacTaHUs Iepedupaer Bcex
BO3MOKHBIX KaH/HUJIATOB U FapaHTUPOBAHHO PACIIO3HAET IIEPBOe K& YUCJIO0 (¢, JJIs
KOTOpOro 2q+1 sijisiercst 6e30nacubiM 1pocTbiM. CrpaBeyInBOCTD ITOIO AJITOPUTMA
Oazupyercs Ha CJIeJAYIONIUX YTBEPKICHUX.

Teopema 1. Ilycmv p = 2q + 1, v # 2 — npocmoe. Tozda p = 0 (mod r) <

q ="t (mod r).

Jloxasamenvcmeo. JIBoiika o6paTnMa MO MOJLYJIIO 7', IOITOMY:
Hocrarounocts. p=2¢+1=22 +1=r=0 (mod r).

HeoGxomumocrs. ¢ =27 (p — 1) = 22 (r — 1) = 52 (mod r). [

Teopema 2. [Tycmov p = 2q+1, ¢ — npocmoe. Toeda p — npocmoe < p Z 0 (mod 3),
271 =1 (mod p).

Jlokazamenvecmeo. Tlo reopeme Tokimurrona: eciu cyiecrsyer nupocroe q | (p—1) :
l.g>p—1

2.3a: ("' =1 (mod p)) A (@' —1, p) =1)
= D — 1POCTOE.

Heobxoumocts. Korsia p = 2q + 1, nuepBoe ycjioBue TeOpeMbl BbIIIOJIHEHO JIJIs
JIIOOOT0 HOJTOKUTETHLHOTO ¢, a 2% —1=3.Ecm 2?1 =1 (mod p) up Z 0 (mod 3),
TO BTOPOE YCJIOBHE TaKzKe BBIIOJHEHO I 4 = 2 = P — MPOCTOe.

Iocrarounoctsb. Ecin ke p — npocroe, ro 2°~1 = 1 (mod p) B cuiy madoit
reopembl Depma u ouesuHO, 40 p Z 0 (mod 3). [ |
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Tak kKak mpocToTa ¢ OIMpaercd B MUTOre Ha pe3ysabraT Tecta Pabuna—Musiepa
(cTaHAapTHBI MOAXO, JJisi COBPEMEHHBIX METOJI0B MeHepaIui IPOCTHIX THCEN), aJl-
TOPUTM $BJISETCS BEPOATHOCTHBIM U € KpaifHe HU3KOH BepOATHOCTHIO OIMMUOAETCH.
Ecisin 6b1 npocToTa p nmposepsijiach Takzke ¢ moMolipbio Tecta Pabuna—MuJiepa, To
BEpOSTHOCTDH OIKuOKHU Oblj1a Obl Bhilie. Vcioib3oBanue jijisg duciia p recta [Tokjmur-
ToHA (KOTODBIN SIBISETCS JIeTePMUHUPOBAHHBIM H HE OIUOAETCs) HA TPETheM Iiare
AJTOPUTMA TTO3BOJISET He TOJbKO YCKOPUTH MOUCK YHCEs, HO H CHU3UTH BEPOSITHOCTD
JIOZKHOTO pe3y/IbTaTa.

Kpome onTmvmsanym aaropurma, MOWCK Oe30MacHBIX MPOCTBIX YUCET MOYKHO
VIYUIIATDH € TOMOIIBIO CJIETYIONINX MTPUEMOB.

1. Peaniuzanus recra Pabuna—MuJiiepa J10/12KHa y9UThIBATH pa3Mep ducja. dro-
661 TOJO0OPATh MUHIMAJIBHOE YUCIIO UTEPATIHIL /T4 33JaHHOTO pa3Mepa KJI09a, MOK-
HO HCIOJIb30BaTh Ta0u. 4.4 u3 [5].

2. ZKesaresibHo 110/100paTh OlNTUMAJIbHYIO rpanuily . MoxHO Jyjis 9TOro uc-
10JIb30BaTh 3aMedanue 4.45 06 onTuMaIbHON rpaHuiie /i TPOOHBIX JAejeHuil u3 [5].

3. Pazmep Tab/iuiibl MaJIbIX IPOCTHIX YUCEJ MOYKHO 3aMETHO COKPATHTb, XPaHs
PA3HOCTH MEK/Iy COCEJIHUMU YUCJIAMU, BMECTO CAMUX YUCEI.

4. Ilpu HaXOXKJIEHHH OCTATKOB OT JI€JIEHUS Ha MaJible IPOCTbIE YUC/Ia MOYXKHO
UCI0JIb30BATh OCTATKHU, BbIYUC/IEHHBIE JIJIs IIPEbIIYIIUX KAH/UJIATOB.

5. IlockosbKy 3HAUEHHE i-T0 KaHIUIATa JerKO BBIYUCIUTD, HOCIeI0BATETHHOCTD
MOZKHO pa30uTh HA OJIOKU U IPOM3BO/UTH IIPOBEPKY B KazK/JI0M OJIOKEe HA OT/Ie/IbHOM
LPOIECCOPE.

[IpocToe 9HCIIO p HABBIBAETCS «ONTHMATBHBIMY (B PAMKAX JAHHON CTATHH), CIIH
p=14+2-q ... qn, tue Bce ¢; (i = 1,...,n) — upocrsie 4ucja, uMernIme GUTo-
Bblil pa3Mep HE MEHEE (sje. LLJIsI ONTUMAJIBHBIX YHUCEJI (g, MOZKET ObITH HAUJIEH 110
Tabs1. 2. YToObI YCKOPUTH IMMOUCK TAKUX YHUCE], MOXKHO HUCIIOJIb30BaTh U/ICI0 IIepedbopa
cOoYeTAaHWil U3 MyJIa MPOCTHIX Yuces, onucannyo B [4]. IIporecc reneparuu BoITIS AT
caeaytonuM obpaszoM. CHadaJia BRIYUCASIETCS 1 — YHCJIO0 YHCE]T ;. 3aTeM IeHepu-
pyercs m > n (B Haleil porpaMme HCIOJb30BAJIOCh M = 3n) IPOCTHIX YUCEL.
Tenepsp 1oc/ie/10BaTE/IbHO BHIOUPAIOTCH BCEBO3MOYKHbBIE COYETAHMS 110 7, YUCEJ U3 M.
N3 kaxk10i Takoil BBIGOPKU COCTABJISETCS COOTBETCTBYIOIIEE YHUCIIO P, JIJIs KOTOPO-
r'0 IPOBEPAETCS COOTBETCTBHUE 33JaHHOMY pa3Mepy W, eClU pa3Mep MpPABUIbHBINA, P
IPOBEPSEeTCS Ha MPOCTOTY.

Ecjiu p nponwio nposBepku, To KCKOMOe YUCJI0 HAUJIEHO, NHAYE JIeJIAeTCs CJIeLy-
Ioras BBIOOPKA, JIMOO TeHepupyeTcss HOBBIH ITyJI, €CJIH BCe BO3MOYKHBIE COYETAHUS
ObLTH ucYepmaHbl. YTOOBI YCKOPHTH ITOT MPOIECC, MOXKHO He TeHEePHPOBATH BeCh
IyJl CPa3y: KazKJIblil JIEeMEHT IyJla HYzKHO I'€HepUpOBaTb TOJIbKO TOIJIA, KOIJA OH
BIIEPBbIE 1IOHAI00UTCH JIJIsi HEKOTOPO BHIOOPKH.

Tabsuita 2
Tabsiua Bunepa

Dsize 012 | 768 | 1024 | 1280 | 1536 | 1792 | 2048 | 2304 | 2560 | 2816 | 3072
size 119 | 145 | 165 | 183 | 198 | 212 | 225 | 237 | 249 | 259 | 269
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1.2. Ilopoxkparomumit 3J1€MEHT ¢

AJITOPATMBI HAXOZK TICHHA TTOPOZKTAIONIEro aeMenTa 7, (My/IbTHILTHKATHBHOM TPy TI-
IIbI 110JIsI BBIYETOB) 1 €€ MOJArPYIIibl MOKHO Hajitu B 5] (Homepa asropurmos — 4.80
u 4.81). Jlyist HOPOZKAAIONIEro 3IeMeHTa [OJHON IPYIIbl HeOOXOJAUMO 3HATH PA3JIO-
JKeHne dncsa p— 1 Ha npocrsie MHOKATEN: p—1 = ¢ - ¢5% - ... ¢%". DTO HE ABJILETCSH
OMEXOH [T ONTUMAJIbHBIX WA 0e30MACHBIX YHCEJI, MOCKOJIBKY OINUCAHHBIE BBIIIE
METOJIbI MX MOWCKA FapaHTHPYIOT, 9TO p — 1 OyIeT Beerga MOCTPOEHO M3 M3BECTHBIX
HPOCTBIX COMHOZKUTE e, [ljisi 6e301acHbIX Yuce/, KPOMe TOro, Iar 2 aJropurma
MOYKHO 3aMEHUTHh Ha OJJHOKPATHYIO HPOBEPKY CHUMBOJIA JlexKaHjpa (%), KOTOPbIit
BBIUUC/ISIETCH HA HOPsiJIOK ObICTPEe, YeM BO3BEJEHUE B CTEICHb.

JIBoiiKa ¢ TOUYKHU 3peHusl MPOU3BOAUTETLHOCTH ABISETCS JIY UM 3HATCHUEeM J[JIs
HOPOZKTATOIIEr0 JIeMeHTa, MOCKOJbKY Ipu 3(M(MEKTUBHON peatn3ami BO3BOIUTCS
B CTEIIeHb 110 MOJLYJII0 ObicTpee, deMm apyrue duciaa [6]. B npeioxkennom asropurme
reHepalyu ¢ Jijist 0e30IACHBIX YKCEI MOXKHO JIEPKO UCKJIIOUUTH U3 PACCMOTPEHHS
KaH/[JIATOB, JIJI KOTOPbIX JIBOWKA HE sIBJIAETCs HOPOZKIAIOIIUM 3JIEMEHTOM TPedy-
eMoii moarpymmer. JI7s 9T0ro Hy:KHO yBeIMInBaTh ¢ He Ha 6, a Ha 12 U BBHIOpATDH Ha
IepBOM Mrare cirydaiinoe qucio ¢ = 5 (mod 12) unmu ¢ = 11 (mod 12), arober 2 nvena
HOPSAIOK 2¢ WK ¢ COOTBETCTBEHHO. Takast MomuduKausa o0bACHICTCS CJIe/ Ly FOIIM
VTBEPZK IEHUEM.

Teopema 3. Iycmv p = 2q+ 1 > 5 — besonacnoe npocmoe. Toeda 2 umeem 6 Z;
nopsadok 2q, ecau ¢ =5 (mod 12), u nopadox q, ecau ¢ = 11 (mod 12).

oxazamenvcmao. (%) = (—1)1)251 = (-5 = (=1)5;

qE5(m0d12):>%51(mod2):>(%):—1;
g=11 (mod12);»%zo(mod2)¢(§):1_

(%) = 2" = 29 (mod p). lopsajoK A0KeH AeIuTh p — 1, MOITOMY Tl Beex
BBIYETOB 2, ...,p — 2 oH paBeH ¢ win 2q. COOTBETCTBEHHO,

qg=>5 (mod 12) = 29 = —1# 1 (mod p) = HOPsiJIOK paBeH 2¢;

g =11 (mod 12) = 29 =1 (mod p) = HOPsIIOK PaBeH q. [

1.3. 3akpsIThIil KJII09

CxopocTb omepaluii B KpUIITOCHCTEME POHOPIIHOHAIbHA pa3Mepy CeKpeTHO# da-
ctu Kioda. CaenraB pa3mepbl © U k MUHUMAJIbHO JOIYCTHMBIMU I TpebyemMoro
yPOBHs 0€30IMaCHOCTH, MOZKHO MOJYIUTh CYNECTBEHHBIN BBIUTPBIII ITPOU3BOIUTETb-
noctu. Ho 3amerum, 410 cekperHasi 4acTh KJIIO4Ya, JOJIZKHA ObITh JIOCTATOYHO 00JIb-
moit, 4Todbl u3bekarb BO3MOXKHOCTU HCIOJIb30BaHus JsiMbaa-meroa Ilosuapia.
OnruMasbHBI pa3Mep CeKPEeTHON YacTH KJI0Ya — 9TO 3HAYEHHE (i - C, THe Qgize
omnpesessiercst u3 tabi. 2 (pasmep p JoszKeH ObITh 3ajaH), a C' > 1 — KOHCTaHTA,
3a/1a01AsT 3a11aC ITPOYHOCTH.

1.4. Bsi6op rpynnst

Jpyroit BazkHblil ran resepainuu KJjrodeit — BblbOp paboueil rpyuibl. B mpesio-
JIokeHuu 0 HepasperumoctTu 1upodjembl DDH cucrema spisercs cemantudecku Oe-
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30MACHOM (10 U3BECTHOMY MIUMPTEKCTY U OTKPHITOMY KJIIOTY HEBO3MOZKHO IIOJIY IUTh
3HAYUMYI0 HH(MOPMAIHIO 00 OTKPBITOM TEKCTe) TOJBKO IpH paboTe B COOCTBEHHOI
NOArpymne Z,; NpocToro MOpajKa.

Jlna Ge30macHBIX 4HCes MpeJjaraercs CJAeayiolias CeMaHTHIecKn Oe3omacHas
cxema |7]. [Iycrs coobmenue M € {1,...,q}. udpyerca My = M? (mod p). Boc-
cranosjgenune M no My: Ecom M’ = (Mg)% (mod p) > q, ro M = —M'" (mod p),
unaue M = M'.

Ormerum, 910 jiyist pacuindpoOBaHus B JAHHOM cxeMe TPedyeTCs JIOMO/THUTE/IHHOe
BO3BEJIEHNE B CTeleHb. B pe3y/brare CKOPOCTb paciimpoBaHus HQJAET TPUMEPHO
BiBoe. Kpome Toro, npu ymenbieHun pasmepa CeKPeTHOrO K04 IMPOMOPIHOHA b
HO TIOBBICUTCS JIMIIb CKOPOCTH Mu(POBAHUS, TOTJAa KaK CKOPOCTH pacmudpoBa-
HUS TOYTH He m3MeHuTcsd. /[pyruM oueBHIHBIM HETOCTATKOM SBJISIETCS YMeHbIIIeHe
B /IBa pa3a MPOCTPAHCTBA PA3PEMIEHHBIX COOOIIEHN, OJTHAKO ITOT HEJJOCTATOK SBJIs-
eTCsl MEeHee CYIIECTBEHHDBIM, IMOCKOJIbKY Ha MPAKTUKe IMudpyeMbie COODIEHMST, KaK
IIPABUJIO, UMEIOT HAMHOI'O MEHBIIYIO JUIMHY, YeM ¢ (OCHOBHas Macca coobIeHuii —
CHMMETPHYHBIe KJII0YN JIHHOM 64-256 6ur).

JL1st «onTUMaJ/IbHBIXy YUCEJI [PEJICTAaBUTh COODIIeHNe KaK 3/1eMeHT COOCTBEHHOM
HOAIPYIbL Z) IPOCTOrO HOPA/IKa ¢ 3HAYUTEJNbHO cjioxHee. Manuuynguuu Toiib-
KO JIWIIb C COOOIIEeHneM Ha MOPAIO0K YBETMINBAIOT BpeMsd IMHU(MPOBAHU, TTOITOMY
HeoOX0aUMO mpuderarb K MOAUMUKAIMAM CaMOT0 Ipolecca MudpPOBaHN.

OpHuM U3 U3BECTHBIX IOJIXO/0B, PEMIAIONUX MPOOJIEMY KOJIUPOBAHUS, SIBJISET-
Cs XSUIMPOBAHHBIA BAPHAHT KPUITOCHCTEMbI, omucanubiii B [3]. Tam ke aBTOpBI
npejIaratT 0oJjiee CIOYKHBIN U OpUTHHATLHBIN MeToxn. Heobxommmo oTMeTuTh, 9TO
oba 3TUX BapWaHTa HYXKJIAOTCI B HEKOTODPBIX TOMOTHUTEIbHBIX HECTaHIAPTHBIX
Hpe/IoJiozKeHusx. Takue npeJo/oKeHus:, B orjindue oT npejnosoxenuit uddu—
XejiMaHa, He SBJISIOTCS XOPOIIO U3YYEHHBIMU U [MOTOMY BBIIVIS/IAT MeHee ybeiu-
TeJIbHBIMI.

2. IlpakTuyeckme pe3yJabTaThl

Jl1s mpoBepKu pabOTOCIIOCOOHOCTH H3JIOZKEHHBIX METOJO0B Ha MpPAKTHKe HAMH ObI-
Jla, HaIllMCaHa IIporpaMMa Jijisd FeHepaluu KJodeil u mudpoBanusd. dTa IporpaMma
UCII0/Ib30BAJIACh B CEPUH TECTOB, PE3Y/JIBTAThI KOTOPBIX MOYKHO BUJIETH HA IIPEJICTAB-
JIEHHBIX HUKe rpadukax.

Ha puc. 1 cpaBHEBaeTcss CKOpOCTH IMOUCKA 0E30MACHBIX MPOCTBIX UHCET B KPHII-
rorpaduueckom nakere OpenSSL (dbyuxiuss BN generate prime ex) u B nameii
porpamme.

Ha puc. 2 cpaBHEBaeTCsS CKOpOCTH IOMCKA 0E30MACHBIX W ONTHMAJIBLHBIX THCE.
Kaxk BujHO, onrruMaJibHbIe 9UCIa, B OT/IHYHE OT O€30MACHBIX, MOI'YT '€HEPUPOBATHCS
HA JIETY JIIs KJII0Yeil IprueMIeMoro pasmepa.

Ha puc. 3 cpaBauBaeTcs ckopocTb HingpoBanusd U paciudpoBaHusd JIjIsd Pa3/IHd-
HBIX BAPUAHTOB KPUIITOCUCTEMBI:

1. Knaccnuecknii Bapuant, paboraomuii B moITHOM rpymme Z7;

2. CemanTnaeckn Oe30macHas cxeMa, JJisi O€30IMaCHBIX YUCET;



136E. A. Unromeuknn, A. A. Jlanre. Ilpakrudeckne acneKThl reHEPAIHH KJIIOYEH. . .

30000
23000 F3

20000 3

A, MC

- 15000 " = = OpenSSL

o Hawa
10000 - = nporpamma

Bpem

5000 e

-

0 S
200 300 400 500 600 700 800 900 10001100
Pasmep p B Butax

Puc. 1. CpaBHenne cKOpOCTH reHepalnn 0€30IMACHBIX MPOCTHIX YHCET B PA3HBIX PEATH3AIUIX

0000

£0000 .

70000 :

£0000 I
[ |
= 50000 1 4
T 1 = = FesonacHele
= 40000 f m— OTHMATEHEIE
[wl ]
o 30000 .

20000 '1!

10000 S

0 - - _7|#-—#

0 500 1000 1500 2000 2500 3000 3500 4000 4500
Fazmep p B OuTax

Puc. 2. CpaBHeHHne CKOPOCTU M€HEPAIINY PA3HBIX TUIIOB MTPOCTHIX UUCE

3. X3mupoBaHHbIl BAPUAHT KPUIITOCUCTEMBI JIj1sI ONTHUMAJIbHBIX YUCEJI, UCHOJIb-
3ytomuii B Kadectse xam-pynkimun SHA.

[IpencraBiennsle Ha puc. 3 rpaduKn TOKA3BIBAIOT 3aBUCUMOCTH BpeMeHU -
poBaHus ¥ paciuudpoBaHus OJHONO cooOIIeHus orT pa3dMepa uducjia p. [lockosib-
Ky aCUMMETPUYHbIE KPHUIITOCUCTEMbI, KaK ITPABUJIO, IIPUMEHSIIOTCH Jijisi mudpoBa-
HUS TOBOJTBHO HEOOIBITNX CUMMETPHYHBIX CEAHCOBBIX KJIFOUell, Ha MPAKTHKE BPeMs
mudpoBaHUsI OIHOI'O COODINEHHs BaykKHee BpeMeHH ImdpoBaHusg (UKCHPOBAHHO-
ro oobéma madopMaruu. Pa3mep moarpynmel i ONTHEMAJILHBIX YHCEJT BBIOMpPAJI-
cs 1o Tabsr. 2. CekperHasi 9acTh KJIIOYA, Be3J/€ BbIOMPAJIACh U3 BCEX BO3MOZKHBIX
3Ha4YeHUl.

Kaxk BugnO u3 rpadukos, ckopocTn mudpoBaHus TEPBLIX IBYX BAPUAHTOB MIPAaK-
THYeCKN PABHBI, & CKOPOCTH DPACHIM(DPOBAHUSA OTIUYAIOTCI MPUMEPHO BJIBOE, UTO
CXOJIUTCS C OKUJIaeMbIM pe3yabTaToM. CKopocTh mudpoBaHud U pacmudpoBaHUs
JIUIsl TPEThEro BapUaHTA MEHBIIE PUMEPHO BO CTOJIBKO K€ pa3, YTO U pa3Mep HC-
10J1b3yeMoii paboueit rpyibl. Takum 00pa30M, BblYuc/eHUe XIMI-(PYHKIUU 110 Bpe-
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Puc. 3. CpaBHeHnne CKOpOCTH reHepalnn 0e30MaCHBIX MPOCTHIX YHCET B PA3HBIX PEATH3AIUIX

MEHHU CPABHHMO C YMHOXKEHHEM U 3aMEeTHO He BJIMSET Ha CKOPOCTh. CTOUT OTMETHTD,
YTO 3aMETHBIN OTPBIB I'paduKa I XIIMHUPOBAHHON CXeMbl CBA3aH C TeM, UTO BO3-
MOYKHBIH THAIIa30H pa3Mepa CeKpeTHOTO KJI04Ya M3HAYAJIbHO Topa3/io MeHbIne. Kak
ObLJIO CKa3aHO paHee, JijIsl JABYX JPYIUX CXE€M CEKPEeTHbIH KJII0Y TaKyKe MOYKeT BbI-
OuparTbCcs U3 MEHbIero Jiuaia3oHa. B 9ToM ciydae X3mmmpoBaHHas cxema He Oyjer
UMETH ITPEUMYIIECTBA 110 CKOPOCTH.

Takum obOpasoMm, 1pu BbIOOPE MEXK/ly KJIACCUYECKUM BapPUAHTOM KPUIITOCUCTE-
MBI U BapHAaHTOM, OCHOBAHHBIM Ha MOJATPYIIAX, CAEAYeT DelmIuTh, HACKOJBKO CH-
cTeMe HYKHa ceMaHTHYecKas Oe3omacHocTh. CKopee Bcero, oHa Oy1eT HyKHA, ecJin
mudpyeMble COOOIIEHUs OYeHb crelududnbl. Eciu cemManTmdyeckas 0€30IMaCHOCTH
HEe BarKHA, TO JIy4dllle UCI0JIb30BaTh KJACCUYeCKYI0 cxemy. [Ljist jocTrKeHus CKOpo-
CTU, CPABHUMOI 1ipu paboTe B LOJArpYylIAX, HYzKHO Oyjer, pasyMeercs, BbIOUpaTh
CeKpPeTHBIN KJIF0OY W3 MUHUMAJIBLHOTO Auana3oHa. Hcianm ke cemaHTHdecKas Oe3omac-
HOCTh BazkKHa, TO HE0OX0IUMO paboTaTh B HOArPyIIIax. B 9ToM cirydyae ncnob30BaTh
OMICAHHYIO BBINIE CEMAHTUIECKH 0€30MACHYIO CXeMy JJis O€30HaCHBIX YHCEeT CJIe/Ty-
eT B TOM CJlydae, eC/Id IPUOPUTETOM $BJISIETCS JIOJIIOCPOYHAs 0e3011aCHOCTh, HO He
CKOpOCTb pacuingpoBanus, Koropas Oyjaer 3amerHo nuxke. [Ipu orcyrcrsun Tpedo-
BaHUs JIOJIOCPOYHOM 6€3011aCHOCTU CTOUT PAdOTATH € «ONTUMAJIBHBIMUY YUCJIAMHU,
HO B 3TOM CJIydae HYKHO XOPOIIO IPOIYyMaTh CIOCOD KOJUPOBAHUS COODIIEHMIA.

3. 3akJiruyeHue

B nannoit pabore HaMu OBLIN IMPOAHAIU3UPOBAHBI MMOJXOAL K I'eHepaIun KJIoUTei
Jiist 6230BOM KPUIITOCHCTEMBI DJib-1"aMalis u €€ BapuaHTa, pabOTAIONIEro B MOITPYII-
e IpOCTOro MopgAaKa rpymmbl Z ;. OCHOBBIBASACH HA IOJTyY€HHBIX PE3YJIBTATAX, MbI
HpejjiaraeM CJjeayIolye mpaBuia Jjisi BbIPA0OTKH ONTHMAJIbHBIX KJIIOYeil ¢ TOYKH
3peHnsi 0E30HACHOCTH M IPOU3BOAUTELHOCTH:
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1. B kagecTBe MOIy/g p JIydiIe BCero OparTh OE30MACHBIE HJIM <«ONTHMAJIbHBIE>
qncaa. s sddekTuBHOro moncka 06e30IacHbIX YUCE BBIIIE IPEIJIOXKEH CO-
OTBETCTBYIOIIHI aJTOPUTM.

2. lenepanus 6e30MACHBIX YUCET 3aHUMAET ropas/ o OOJIbINE BpeMEHU, YeM I'eHe-
panus «ONTUMAJIbHBIX», TOITOMY II€pBble CJIe/lyeT TeHEPUPOBATh 3apaHee.

3. st Ge3omacHbIX 4UCel eCTh BO3MOKHOCTH YCKOPEHUs Ollepalluii 3a CYET uc-
IOJIb30BAaHU JIBOMKM B Ka4ecTBe MOPOXKIAIONIET0 JJIEMEHTA.

4. TlockoJibKy pa3Mep CEKPeTHOI'O KJII04a CUJIbHO BJIUSET HA CKOPOCTb Ollepaliuii
B cHCTeMe, Mbl PEKOMEH/IyeM BbIOMPATh CEKPEeTHbIN KJIF0Y MUHUMAJIbHO HEOO-
XOJIUMOT'O pa3Mepa.

5. BoiOparbs pabouyio rpyiiiy B 3aBUCUMOCTH OT TPeOOBAHUI CeMaHTHYECKOM
1 JIOJNOCPOYHOII 6€3011aCHOCTH.

st rajibHERIero u3ydyeHust XOTeJ0Ch Obl BbIJAE/JIUTH CJIEYIONIHe HAIlPABJICHUS:

1. Bormpocel KomupoBaHus /15 BapUaHTA, UCIOJb3YIOMIETO MOATPYIILI;

2. lccrenoBanne remepaliiil KJIIOUell 71 BapuaHTa KPUOTOCHCTEMBI HA, SJITHATI-
TUYECKUX KPUBBIX.
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