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NCCJIEAJOBAHUE BE3OIIACHOCTUA
ANCKPEIINMOHHOI'O PASAEJIEHNA JTOCTVYIIA
B OC WINDOWS

C. B. bequwm, /1. M. Bpeuka

Ha ocnose mozemn HRU wuccienyercs auCKpenuoHHOE Pa3ieieHue JI0CTYIa
B OIlEPAIMOHHBIX cucremax cemeiictBa Windows.

BBenenne

Ha ceropusimmnuit jgerp pazpaboTaHO HECKOJIBKO MATEMATHYeCKUX MOJe/Iel mo/Icu-
creM 0€30MaCHOCTH KOMIIBIOTEPHBIX CHCTEM, JIOMYCKAIONUX I'apaHTHPOBAHHYIO 3a-
HMUMIEHHOCTD OT yTedeK wHMopMmaruu. OIHAKO PH IMONBITKE IPUMEHEHHS Oy YeH-
HBIX Pe3y/IbTATOB K PeabHBIM CHCTeMaM MPUXOIUTCA CTAJKHBATHCA C PIIOM TPY/I-
HOCTEH. B ,Z[aHHOI';I CTaTbhbe HPEAIIPUHUMAECTCA 1HOIIbITKA OIIMCAHUA MEXaHU3Ma JUCKDPE-
HUOHHOIO pasiesienus jpocryia nojgcucrembl oesonacaocru OC Windows B pamkax
mozesan HRU [2-5, 8.

Paccmorpum ocHoBHBIE MOMeHTHI pasrpanudenus goctyna B OC Windows
[7,9,10]. Mogenb 3amurer Windows Tpebyer, 4T00bI OTOK 3apaHee YKa3bIBaJ Olle-
palyu, KOTOpble OH COOMPAeTcs BLIIIOJIHUTEL ¢ 00beKTOM. CucreMa ImpoBepser mpaBa
JIOCTY11a, 3allPOIIEHHbIe I0TOKOM, U, B C/ly4dae HaJIM4Yusl Pa3pelleHuil, BbIJIAET II0TOKY
JIECKPUITOP, TO3BOJISIONIANA OCYHIECTB/ISITH OHEPAIUUA C OOBEKTOM.

[IpaBa mocTyma K KOHKPETHOMY OOBEKTY XPAHATCSI B CTPYKTYpPax, HAa3bIBAEMbBIX
crmckamu KoHTposts gocryna ACL (Access Control List). Cepiikn na ACL o6bekra
XpaHATCA B JeCKpHuITope de3onacHocTu odbekTa DS. [l1g Kaxk1oro oobekTa cyiie-
crytor cucremubiii ACL (SACL, System ACL) u usbuparenbusiiit ACL (DACL,
Discretionary ACL). DACL aamunucrpupyercsi BiaJeibieM 0ObeKra U HpejHa-
3HAUYEeH [T pasjeseHns jocTyna K oobekry. SACL o0bekTa aIMHHHCTPHPYETC
CHCTeMHBIM aIMHHACTPATOPOM U IIpeTHa3HAYeH JJId ayuTa JeHCTBUA ¢ 0ObEKTOM.
Crucku KouTposts mocrynos cocroar u3 3anuceii ACE (Access Control Entry), kax-
Jlast U3 KOTOPBIX OTBEYAET 3a PA3PEIICHNe UJIU 3alPET OJHOTO MPaBa JIOCTYIIA.

B onepanuonnbix cucremax cemeiicrsa Windows cyiecrByer Tpu Bujia 1paB Ji0-
cryia K 00bekTaMm:

1) crammapTHble IpaBa JOCTYIIa — 3TO OpaBa JOCTYIa, HPUMEHHMBbE K JH000-
My 00beKTy (u3MeHeHHe Biajesbla obbekTa, n3Menenne crucka DACL obbekTa,
yJajienne o0beKTa u T. 11.);
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2) crmermuagbHBIe OpaBa JOCTYIa — 9TO IpaBa JOCTYIA, MIPUMEHHMBIE TOJBKO
K 00'beKTaM JIAHHOTO BH/a (YTEHHEe JAHHBIX U3 00bEeKTa, 3AINCh JAHHBIX B OObEKT,
dTeHne aTpHOYTOB 00bEKTa, BBHIIOJHEHHE MPOrpaMMHOro (daiiia u T. 1.);

3) obue mpaBa JOCTyIa — KOMOMHAIIMM CIENUAIbHBIX W CTAHJAPTHHIX IIPAB
gocryra. OO0mue npaBa JIOCTYIIa BBOJASTCS JIjIsi TONO, 9TOOBI IPU yCTAHOBKE pa3pe-
HnieHuit Ha JocTyn abcrparupoBaTh Bja/ie/Iblia OT KOHKPETHOM peajin3aliuu 00'beKTa.

[Iponecc nmpeodbpazoBanus 0bOIIEro mpasa J0CTyIa K 00bEKTY B HAOOP Clenuaib-
HBIX U CTAHJAPTHBIX [IPaB HA3BIBAETCS OTOOparKeHHeM IIpaBa JOCTYIIA.

OmpesiesieHsl cireayionue obiue npaBa JTOCTYIA:

1) urenue, Briodaioniee B ceds arenne DACL o6bekra, dreHne JanHbIX U3 00b-
€KTa, YTeHue ero arpudyToB U PACHIMPEHHBIX aTPUOYTOB, UCIIOJIb30BaHUE O0'bEKTA
JIJI CHHXPOHU3AIIMHN;

2) 3anuch, Braovatomas B cebsa urenne DACL obbekra, 3amuch u 106aBIeHe
JTAHHBIX B O0'bEKT, 3aIlCh €ro aTpUOYTOB U PACIINPEHHBIX aTPHOYTOB, HCIOIb30Ba-
Hue O0'beKTa /I CUHXPOHU3AIUHN;

3) BoinoJHenue, BKo4daonee B ceds arenne DACL obbekTa, dreHune ero arpu-
OyTOB, BBIIIOJIHEHHE ITPOIPAMMHOIO (aitjia U ucnojb3oBaHue 00bEKTa JIjisd CUHXPO-
HU3AIUN;

4) Bce nelcTBHsI ¢ 0OOBEKTOM.

Mogenr HRU na3Bana 1o nepbeiM OYKBaM (paMu/inii yIeHbBIX, IPE/JIOKUBIIHX €€
(Xapucon, Py330, Yubman). OcHoBHOE Ha3HAYEHHE STONH MOJIEJIN COCTOUT B AHAJIN3E
HOJIUTUKKM Oe3011aCHOCTH, MOCTPOEHHOM Ha OCHOBE MaTpullbl J0oCcTyloB. Bcio coBo-
kynmHocTbh DACL 00beKTOB KOMIBIOTEPHONH CHCTEMbI MOYKHO IIPEJICTABUTDL B BHUJIE
OJIHOIT Tab/uIbl, Ha3bIBaeMoii MaTpuriieit jocrymnos M. B mogesn HRU onpeenennt
IIECTb IIPUMUTHUBHBIX OIEPATOPOB, IIPEOOPA3YIONIUX MATPHILY JTOCTYIIOB:

1. Enter(r, M[S,0]) — Buectu upaso r € R B sueiiky M[S, O], 1.e. obbekr S
OJIy9aeT IPaBo J0CTyia 1 K 00bekTy O.

2. Delete(r, M[S,0]) — ymamursb upaso r u3 sqeiiku M[S, O], t.e. 3anperursb
cyobekty S gocrym r K 0obekty O.

3. CreateS(S) — coznarb obbexr S. Ilpu 3T0ii omepanuu B MaTpuIle J0CTYIOB
HOSABJIAIOTCA JTOMOJHATENbHBII cTOI6el 1 JIOINOJHUTeIbHAs CTPOKa. BHOBb co3/1aBa-
eMblil CyObeKT He MMeeT HUKAKHX IPaB.

4. CreateO(O) — nobasiienue HoBOro oobekra O. B Marpuie j0ocTynoB nosiBIisi-
eTcs HOBBIN cTOoJI0EI, Ha KOTOPBI HU Yy KOI'O HET HUKAKHUX IIPaB JIOCTYIIA.

5. DeleteS(S) — yauuroxurb cydobekr S. B rabiune yuajusiercs ojHa CTPOKa
1 oauH cToJiber,

6. DeleteO(O) — yunuroxuth 00bekT O. B tabiurne yaaasgerca o cTosberr,

V3 npuMuUTHBHBIX OIEPATOPOB MOTYT COCTABJIATHCS KOMaH1bl. KazK1as KoMana
COCTOUT U3 JIBYX 4YacTeil:

1. yC.]'IOBI/IH, IIPpX KOTOPbLIX BO3MOZKHO BbIIIOJIHEHUE KOMAH/IbI.



Maremaruieckue crpykTypbl u MojgesupoBanue. 2011. Bpi. 22. 123

2. IlocnenoBaTe TbHOCTD MPUMHUTHBHBIX OMEPATOPOB.

command C(Xy, ..., Xp)
if m € M[X4] and...and ry € M[X}] then
Qaq; Qg5 ... Op;

end.

3uecs wepes X;(i = 1, k) obosnauennr napst X; = (Sin, 0;;). YeaoBust B Teje Ko-
MaHAblL ABJIAIOTCA HeO6ﬂ3aTeﬂbeIMI/I, eCJin I/I3BeCTHO, qTO cucremMa FapaHTI/IpOBaHHO
HaAXOJUTCA B Hy}KHOM COCTOAdHUU.

1. Ommcanne mpaB jgoctyna OC Windows
B pamkax mojesium HRU

JL1st KoppeKTHOTO onucanus cucrembl B pamkax mojiesin HRU neo0xoiumo Koppekr-
HO OIIPEJE/JNTh MHOXKECTBO BO3MOXKHBIX IpaB jocryna. Kak BuaHO u3 cuenuduka-
nun noacucremol 0esomnacuoct OC Windows, s/ieMeHTapHbBIE OL€pAlMH 33, 1al0TCs
CTaHIAPTHBIMU U CHEIUAJbHBIME [IpaBaMU JOCTYIIA, TOTJIA KaK ODIIKe IIpaBa JI0CTY-
& ABJISIIOTCS KOMOMHAIUEH CTaHIAPTHBIX M CHEeNHAJbHBIX IIPAaB, T.€. KOMaHIAMHU.

[l 3ammcn KOHKPEeTHON KOMAaH/Ibl, COOTBETCTBYIOIIEl HEKOTOPOMY ODOIIeMyY IIpa-
By JIOCTyHa, Oy/JeM paccMaTpUBATh OOBEKT OMEPAIMOHHOWU CHCTEMBbI KaK COBOKYII-
HOCTb 00'beKTOB. Takoe paccMOTpeHue JIONYCTUMO B paMKaX CyO'beKTHO-OO'bEeKTHO-
I'o 10/IX0JIa, KOTOPbI Tpedbyer, 4Todbl KOHKATEeHAIUs JBYX O0beKTOB TakzKe ObLia
00 BEKTOM.

JL1st obo3HaveHust KAKO-T0 yacTu o0'bekTa Oy/1eM YKa3blBaTh 001uil ujieHTudu-
KaToOp 00beKTa M HAEHTU(MDUKATOP COOTBETCTBYIONIE 9acTu, pa3aeaéHHble TOUKOIA.
Hanpuwmep, cogepxkumoe daiiia ' Oyner umerb oboznadenue F.Data. [Ipu padore
¢ (paitsiom BayKHBIME CTPYKTYpPaMU ABJISIOTCS €ro 3arojioBok F. Header, jecKpunrop
oesonacuHoctu F.DS wu cnucku kourpods jgocryna F.DACL, F.SACL.

Bormmumrem koMaH 1pl, COOTBETCTBYIONUE OOIIUM IpaBaM JlocTyna K daiiry F.

1. Yrenne r daiiyia F' HEKHM IPOIECCOM S':

command Read _File((S, F))
Enter(r, M[S, F.Headerl]);
Enter(r, M[S, F.Datal);
Enter(r, M|S, F.DS));
Enter(r, M[S, F.DACL]);
Enter(r, M[S, F.SACL]);

end.
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2. Bamuce w B daiin F' HekuM mporeccom S:

command

end.

Write _File((S,
Enter(w, M[S, F.Header]);
Enter(w, M[S, F.Data));
Enter(w, M[S, F.DS));
(
(

F))

Enter(r, M[S, F.DACL]);
Enter(w, M[S, F.SACL));

3. Bamyck ucnosHeHseMoro daiina F' HeKuM IporneccoMm S':

command

end.
4. Ioanslit jocryn K daiiry F

command

end.

[Ipu paccmorpenun 6€30MacHOCTH CUCTEMbI BayKHBIM SIBJISETCSA BOIPOC OPTaHU-
3alMy KypHAJIA ay/iuTa cucreMbl. Eejm aygur jjocryna K 06bekraM CUCTeMbl (PUK-
CUPYET KazKJIblil JIOCTYI CO CTAHIAPTHBIMU UJIA CHEIUAJIbHBIME [IPABAME, TO JAHHAS
CHCTeMa MOHOOIEPANNOHHAsI U sABJIgeTcs Ge3onacHoii [2,4]|. Ograko, Kak Jerko mo-
uath B OC Windows, B :KypHaJje ayauTa MOryT (DUKCHPOBATLCA M ODINHE IIPaBa
JIOCTYIIA, T. €. CACTEMa IepecTaéT ObITh MOHOOIIEPAIMOHHOI 1 BOIIpPOC 0 eé OGe3omac-
HOCTH OCTA€TCsl OTKPBITBIM, TaK KAaK JIJIs ITPOU3BOJIbHOI CHCTEMBI 33/1a49a TPOBEPKH

Execute_File((S, F))
Enter(r, M[S, F.Headerl);
Enter(xz, M[S, F.Datal);
Enter(r, M[S, F.DS]);
(r,

(

Enter(r, M[S, F.DACL]);
Enter(r, M[S, F.SACL));

HEKUM IIPOIEccoM S:

All_File((S, F))
Enter(r, M[S, F.Header]);
Enter(w, M[S, F.Header]);
Enter(r, M[S, F.Datal);
Enter(w, M[S, F.Data));
Enter(xz, M[S, F.Datal);
Enter(r, M[S, F.DS));
Enter(w, M[S, F.DS]);
Enter(r, M[S, F.DACL]);
(r, M[S, F.SACLY);
(w, M[S, F.SACLY);

Enter(r,
Enter

0e30IACHOCTH AJITOPUTMUYECKU He paspermnMa |2,4].
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2. Dba3smucHbIii moaxos

Jl1s ucceoBanus 6€30MACHOCTH MEXaHI3MA, JUCKPEIMOHHOI0 pa3/ieleHus JOCTYIIa
B OC Windows npumennm 6asucubiii noaxos k mogesn HRU, passursiii B [1,6]. dus
9TOr0 PACCMOTPUM MPEJICTAB/IEHUE IPAB JIOCTYIIA HA OUTOBOM yPOBHE C MOMOIIHIO
Macku goctynos [7,9,10]. Banpoc cybbexra Ha KOHKDETHBIH BHJ JOCTYNA K OObEK-
Ty mpeobpa3yercs B MacKy JOCTYIIA, KOTOpas CPAaBHUBAECTCS C MACKAMH Pa3penréH-
HBIX W 3aIPenéHHBIX JOCTYIIOB B J€MEHTaX JaCTHOIO CIIMCKA KOHTPOJIS JTOCTYIIOB
(DACL) obbexra.

Macka mocrymna, comepxKarasica B daemerTe DACL, mpeacrasiger coboii 3Ha-
yenue JauHOi 32 6uta. [lepBbie 16 OMTOB OIpee/ISIOT ClelfaIbHbIe IpaBa JIOCTY-
na, outel ¢ 16 10 23 — crammaprabie npasa gocryna, outr 24 — npaso ACCESS
SYSTEM SECURITY, 6ur 25 — nupaso MAXIMUM  ALLOWED (uosustii 10~
crym), 6urht 26 1 27 3ape3epBUPOBAHBI JIJIS JAIbHEHIIEero HCmoIb30BaHus, OUTHL ¢ 28
o 31 ompejessgor o0IIHMe IMpaBa JAOCTYIa, OTOOparKaeMble B CIeIHaJIbHbIe W CTaH-
JlapTHBIE MIpaBa MIPH MOMBITKE JOCTYIA K 00DBEKTY.

Kaxk 6b110 mokazano B [1,6|, B Mmogesn HRU moxHO mepeiitu K HOBOMY Oa3ucy,
paboTatotieMy ¢ OGUTOBOI CTPOKOil. Byjem ucmo/ib30BaTh ciaeayionme 0003HaAYCHHS:
M — marpuna goctynos (coBokymuHocTh DACL Becex 00bEKTOB CHCTEMBI), S — MHO-
JKeCTBO CyObeKTOB KOMIBIOTEPHO# cucreMbl, O — MHOXKECTBO O0bEKTOB KOMIIHIO-
repHoii cucrembl, M[S, O] — sjeMeHT MaTpUIBI JOCTYIIOB, OUPEJAEISAIONMA MpaBa
jgocryna cyobekra S € S K 0bbekty O € O.

1. AddO(O, M) — nobasurs croiber, coorBercrByonuii 0obekry O B Marpuily
jiocrynoB M.

2. DelO(O, M) — ynanurh crojiben, coorBercrByfonmii oobexkry O B Marpuiie
jocrynoB M.

3. AddS(S, M) — nobaBuTh CTPOKY U CTOJGEI, COOTBETCTBYOMHE CyObLeKTy S
B Marpuily jocrynos M.

4. DelS(S, M) — ynamurh CTPOKY H CTOJOEI, COOTBETCTBYMOIIHE CYyObeKTy S
B Marpuiie jioctynos M.

5. Inv(M[S, O], k) — uaBeprupoBarh B 1eMenTe Marpunsl jgocrynos M[S, O]
our ¢ HomepoMm k. ITo cyTu 3ra omepariust BbIIA€T WX OTMEHSET IPABO JOCTYIA (.

Boeinumem KoMaHIBI I BCeX CTaHIAPTHBIX, CHEHAJbHBIX H OOIUX IpaB JI0-
CTyla B JaHHOM Oa3uce.

Cnevyuasvroie npasa docmyna

CHeHI/IaﬂbeIe IIpaBa U UX 3HAYCHUA IIPUBEICHDbI B Ta6.)'[. 1.

Komanapl B 6a3uce s CIEIUAJbHBIX [IPAB IPUBEIEHBI HUXKE.

1. Yrenune nanubix daitia F:

command File _Read_Special(F')
if(bp == FALSE);
Inv(F,0);

end.
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Ta6muma 1
CuenuaJibHble [IpaBa U UX 3HAYEHUS
Haseanue npasa 3navenue Onucanue npasa
FILE READ DATA 0x00000001 Yrenne TaHHBIX
FILE WRITE DATA 0x00000002 3anuce JaHHBIX
FILE APPEND DATA 0x00000004 JobasJjienue JaHHbIX
FILE READ EA 0x00000008 Yrenune pacimupeHHbix arpudbyToB
FILE WRITE EA 0x00000010 Sanuch pacHmpeHHbix aTpudyToB
FILE EXECUTE 0x00000020 Ucnonnemnne
FILE DELETE 0x00000040 Yrnanenue
FILE READ ATTRIBUTES 0x00000080 Yrenune arpubyron
FILE WRITE ATTRIBUTES 0x00000100 Sanuce arpudyTos

2. Banucek jganubix B daitn F:
command File_Write_ Special(F)
if(by == FALSE);
Inv(F,1);
end.
3. lobasjienue janubix B aitn F:
command File Uppend_Special(F')
if(by == FALSE);
Inv(F,2);
end.

4. Yrenue paciiupenubix arpubyrTos daiiia [

command File Read FEA _Special(F)
if(by == FALSE);
Inv(F,3);

end.

5. 3anuch pacHIupeHHbIX aTpudyToB daitia F':
command File_ Write_ EA_Special(F)
if(by == FALSE);
Inv(F,4);
end.

6. 3amyck ucrnomHeHsgeMoro daitna £

command File FExecute Special(F)
if(bs == FALSE);
Inv(F,5);

end.
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7. Ynaneuue aitna F':

command File_Delete_ Special(F)
if(bs == FALSE);
Inv(F,6);

end.

8. Urenue aTpudyron daiira F"

command File Read Attributes Special(F')
if(by == FALSE);
Inv(F,7);

end.

9. 3amnucey arpudyToB daitia F':

command File Write Attributes Special(F)
if (bs == FALSE);
Inv(F,8);

end.

Cmandapmmnvie npasa docmyna
CraHgapTHbie IPaBa J0CTYIa IPUBEIECHBI B TabJI. 2.

Tabsuita 2
CrangaprHblie [IpaBa I0CTyIIa
Hassanue npasa 3navenue Onucanue npasa
OBJECT DELETE 0x00010000 Ynanenue o0beKTa
OBJECT READ CONTROL 0x00020000 Yrenne DS obbexTa
OBJECT WRITE DACL 0x00040000 Yrenune DACL obbekra
OBJECT CHANGE OWNERSHIP 0x00080000 N3menenue npasa
CcODCTBEHHOCTU OOBEKTA
OBJECT SYNCHRONIZE 0x00100000 Hcnonp3oBanue oObekTa
JUTST CHHXPOHM3AITAH

Huke mpuBeeHbl cTaHIapTHBIE IIPaBa, BhIpaskKeHHbIE B Da3uce.
1. Yianenue obobekra F:

command Object Delete Standard(F)
Inv(F,16);

end.
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2. YUrenue DS obbekra I

command Object Read Control _Standard(F')
if(biy == FALSE);
Inv(F,17);

end.
3. Banuce DACL o6bekTa F':

command Object Write  DACL _Standard(F')
Inv(F,18);

end.
4. lamenenue mnpaB BJaJieHus o0bekTa [

command Object _Change_Ownership _Standard(F')
Inv(F,19);

end.
5. 3amenenue cBoiicTBa CHHXpOHH3AIUU 00bekTa F':

command Object Synchronize Standard(F')
Inv(F,20);
end.
Obwue npasa docmyna

B Tabs1. 3 upusejenbl obniue npasa JOCTYlA, HUXKE TU LPaBa PEJICTAB/IECHbI
B Oa3uce.

Tabauma 3
Ob1mue npasa mocTyna
Hassanue npasa 3nauenue Onucanue npasa
GENERIC ALL 0x10000000 Ob11ee paBoO HA MOJHBIN TOCTYII
GENERIC EXECUTE 0x20000000 O61uiee 1paBo UCIOTHEHUS
GENERIC _WRITE 0x40000000 Obuiee paBo 3amucu
GENERIC READ 0x80000000 OO61iiee paBo YTeHUs

1. JlobaByienue mpaBa Ha MOJHBIN JOCTYI Ha 00beKT F':

command Generic_All(F)
Inv(F,28);

end.



Maremaruieckue crpykTypbl u MojgesupoBanue. 2011. Bpi. 22. 129

2. Jlobapienue mpapa 0OIIEro UCIOIHEHHS HA 00beKT F':

command Generic_ Execute(F')
if(byy == FALSE);
Inv(F,29);
end.

3. Jlobapjienue mpaBa o01ieit 3amucu Ha 00bekT F':

command Generic_Write(F)
if (by == FALSE);
Inv(F,30);
end.

4. Jlobasjienue npasa obiero yrenus Ha oobexkT F':

command Generic_Read(F)
if(by == FALSE);
Inv(F,31);
end.

Takum obpazom, Habop mpas jocryia, onucanublii B cuenudukanun OC Win-
dows, moxkHO cuntarh Oazucom, a cama OC Windows, kak BUJIHO U3 BbIIIEIIPUBE-
JIEHHOT'O, Oy/1eT MOHOOIIEPAIMOHHON cucTemMoil B JlaHHOM Da3uce.

3. 3akJiroueHue

B kadecTBe 00mero 3aK/0UEHHsT MOXKHO CKa3aTh, ITO MEPEXO/ K HOBOMY Oa3uCy
B pamkax mozenn HRU mospossier paccMarpuBaTh IMHPOKHI CHEKTP PeabHbBIX
KOMIILIOTEPHBIX CHCTeM. B 9acTHOCTH, BO3MOXKHO PAaCCMOTPEHHE IUCKPEIHOHHOTO
paszesienns gocryia B nojgcucreme desonacHocru OC Windows Ha ocHOBe Moze/in
HRU, a rakxe paccmorpenne OC Windows Kak MOHOOIIEPAIMOHHOW B HEKOTOPOM
basmuce.
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