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CKPBITBIE KAHAJIBI ITEPEJTAY NH®OPMAIINUN
B AJITOPUTME SJIEKTPOHHON IT1®POBOI
IIOAIINCH I'OCT P 34.10-2001

M. . Armamikun, C. B. Besqum

[IpuBesenbl pazjinyHble CIIOCOOBI OPraHU3AIMY CKPBITHIX KAHAJIOB B AJITOPUT-
me muposoit nojpmucu 'OCT P 34.10-2001. Pacemorpesbl ipuMepbl UCITOb-
30BAHUsI CKPBITHIX KAHAJIOB JIJisi OOMEHa, COODIIEHUSIMU, JIJisi TARHOM Hepejadan
KJII0Ya, TIOJIIIUCH, & TaKKe JjIsd CO3J@aHusl KpUNTOrpapuuecKuX IIPOTOKOJIOB.
[IpencraBien crocod JIMKBUIAIUU CKPBITHIX KAHAJIOB.

BBenenue

Muorue cxembl 1udpPOBOIil MOAMHCH UMEIOT «OCOOEHHOCTD», MO3BOJISIONLYIO IO
CBIBAIOIIEMY CIIPSTATH B IIOAIMICH HEKOTOPYIO HH(MDOPMANUIO, KOTOpas MOYKET ObITDh
3aTeM U3BJeYeHa [IPU 3HAHUM JIONOJHUTEIBHOrO cekpera. [Ipuuém nosydaembie ra-
KM 00Pa30M MOIIUCH HEOTJUIUMbBL OT «OOBIIHBIX». DTO CBOHCTBO ObLIO OOHAPY2Ke-
10 CHMMOHCOM U Ha3BaHO [7| uM ckpoumoim kanasom (aurt. subliminal channel).

JIaHHBIM CBOHCTBOM OOJIQAIOT CXeMbI, B KOTOPBIX HOJydYaeMas MOIINUCH 3aBH-
CHT HEe TOJBHKO OT MO/IHUCHLIBAEMOrO COODIICHNUS, HO H OT HEKOTOPOIO «CJIy4YaifHOro»
ancsia. [lepebupast pasinaHbIX KAHJIXJIATOB HA MECTO 9TOIO YHCJIA, MOJIICHIBAIOIIU
MOZKET YIPABJISATH BUJIOM IIOJIIUCH M 3aKOAUPOBATH B Heil HEKOTOPYIO nHGMOPMAIIHUIO.

Takuvu, HanpuMmep, gpiasorca moanucu: Ong-Schnorr-Shamir, El1Gamal, DSA,
ESIGN u apyrue [3|. He aBasercs uckmodennem [1] u meiictByronuii poccuiickmit
crargapr mudposoi noamucu 'OCT P 34.10-2001.

CuMMOHC PUBOIMT TakyIo |5| KiaaccuuKamo CKPHITHIX KAHAJIOB:

o wuporonosockvie (aurit. broadband) — Kosm4ecTBO GUT B CKPHITOM COODIIEHUN
CPaBHUMO C YUCJIOM OHUT B ciaydaitnom duce. OObITHO CKpbIBa€MOe COODIIEeHIE
U ABJISIETCI STUM YUCJIOM JIHOO JIETKO U3 HEro IOJIYYaeTCs;

o ysxonoaockuie (auri. narrowband) — KOIMYECTBO OUT B CKPHITOM COODIEHUN
3HAYUTEJIbHO MEHbIIe KOJMYecTBa OUT B ciydaiiHoMm ducie. Kak npasuiio,
B 9TOM CJIydae pa3Mep COOOLIeHUs 3aBUCHT He OT Pa3MepOB CJIy4aifHOro YUCiIa,
a OT BBIYUCJIUTE]BHON MOITHOCTH HMOANUCHIBAIOIIETO MU IPOBEPSIOIIETO.
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He crout, onaako, cauraTh, 9TO MHUPOKOIOJOCHBIE KAaHAJIBI JTydiie. B 6oxbmma-
CTBe CIyJaeB OHU OOJIAJAI0OT HEJIOCTATKOM, B PE3Y/IbTaTe KOTOPOTO IMPOBEPSIONIEMY
CTAHOBUTCS U3BECTEH 3aKPBITHIN KJIIOT IMOIIUCH. Y 3KOIIOJIOCHBIe KaHAJIbI 3TOTO HeJ0-
CTATKA JIMIIEHDI.

B sannoit pabore npejijlozKeHbl Pa3/iMuHble TUIbI ITUPOKOIIOJIOCHBIX U Y3KOIO-
JIOCHBIX KaHAJIOB Jijis1 ajiropurma nudposoit noauucu [OCT P 34.10-2001. Pacemor-
PEHBbI IPUMePBl OpraHU3aluid KpUNTOrpadUIecKuX MPOTOKOJIOB HA OCHOBE MIMPO-
KOIIOJIOCHBIX CKPBITBHIX KAHAJOB, a TaKzKe IMpeJcTaBIeHa MOAUMUKAINU aJITOPUTMa
HOJIIMCH, T103BOJILOIIAs JUKBUJIUPOBATH CKPbITbIe KaHAJIbI.

1. Augropurm DIII 'OCT P 34.10-2001

Poccniickuit cragmapr [2] TOCT P 34.10-2001 siBisteTcst OJHUM W3 CAMBIX MOJIOJBIX
aJiropuTMoB 1udpoBoii moanucu. CTagIapT NPpUHAT U BBEJEH B jieiicTtBue [locTanos-
seanem Loccrangapra Poccun or 12 centsadps 2001 roga B3amen 'OCT P 34.10-94
1 OCHOBAH Ha JJIJIMHTUYCCKHUX KPHUBbIX. EI‘O CTONKOCTH OCHOBBIBAE€TCA Ha CJIOXKHO-
CTU BBIYMCJIEHUS JIUCKPETHOrO JiorapudMa B I'PyIIe TOYEK JJIUITHYECKON KPUBOIi,
a Takxke Ha croiikoctu dyuknuu xsmupoBanus ['OCT P 34.11-94.

1.1. Ilapametpsl cxembl MU pPOBOIl MOIIIUCH

® [IPOCTOE YUCJIO P — MOJYJb JIJIUITUIECKON KPUBOW TaKoil, 4To p > 2255,

e sHOTHYeCKas KpuBas F, 3amaBaemasi ceouM naBapuantoM J(FE) win Kosd-
dbunuenramu a,b € F,, rae F, — KoHe4HOE 1OJI€ U3 P 3JIEMEHTOB;

® [1€J10€ YHMCJIO 1M — HOPAJAO0K I'PYIHIbI TOYEK SJIANTUICCKON KPUBOH, 1M JIOJZKHO
OBITH OTJIMIHO OT P

® [IPOCTOE UHCJIO ¢ — IOPAJOK HEKOTOPOil IMUKIMYeCKOH IIOATPYIIB TPYIIIbI
TOYeK 3JIIMITHICCKOH KpuBoii, T.e. ¢ | m. Kpome Toro, 224 < ¢ < 22%;

e 1ouka P sjumnTudeckoit KpuBoit F, sBJISIONAsCS T€HEPATOPOM IOIPYIIIIHI
nopsiyika ¢, T.e. P = O u kP # O jpist Becex k=1,2,...,q — 1, tae rouka O
SIBJISIETCS] HEHTPATBHBIM 3JIEMEHTOM TDYIIIIBI;

o (M) — dyuknus xsmupoanug (I'OCT P 34.11-94), koropas oTobpazkaer
coobmienusi M B jBOMYHBIE BEKTOPA JIJIMHBI 256 OUT.

1.2. MHMcnoJsp3yemble KJII0O9n

® KJIIOY MOJIIHCH — IeJI0€ 9uc/I0 d, yaoBjaerBopsiomniee nepaseancrsy 0 < d < g;

® KJII0Y HPOBEPKH — TOYKA JLIMITHICCKOR KPUBOI (), yIOBJIETBOPSIOIIAA pa-
BeHcTBY dP = Q).
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1.3.

JomnonanrebHbIE TPEOOBAHUSA

® JIOJIZKHO OBITH BbIOJIHEHO yeaosue p' # 1 (mod q), mag Beex HesbIX qucest

1.4.

1.5.

2.

t=1,2,..., B, rue B yjnojerBopser nepapencrsy B > 31;

MHBAPUAHT KPUBOIi JI0JIZKEH yJI0B/IeTBOPsiTh ycoBuio J(F) # 0 niu 1728.

dopmuposanune mudpPoOBOil HOIIINCH

Boraucienne xsm-gynknuu ot coobmenuss M: z = h(M).
Boiuuciienue € = z (mod q), u eciu e = 0, nojoxurh e = 1.
lenepanus ciaygaiinoro uucia k rakoro, uro 0 < k < q.

Boraucjienne Touku ssummnrudeckoit kpuBoit C' = kP u 10 Hell HAXOXK/eHUEe
r = x¢ (mod q), tae xc — 310 Koopaunara r rTouku C. Eciau r = 0, 1o
BO3BpalllaeMCd K IPeJIbLAyIIeMy IIary.

Haxoxk nenne:
s =rd+ ke (mod q), (1)

ecin s = 0, To Bo3Bpalaemcs K mary (3).

®opmuposanue mudpoBoii nomucu ¢ = (r || s).

IIpoBepka mudpoBoii moairucu

Boraucsienune no nudposoit nojaiucu ¢ yuces r u s. Ecjm xorsd Obl OJHO U3
HepaBeHCTB 0 < 7 < g u 0 < s < ¢ HEBEpPHO, TO TOJIIIUCHh HEITPABUIbHAS.

Boraucienne xsm-gynknuu ot coobmenuss M: z = h(M).
Boiuuciienue € = z (mod q), u eciu e = 0, nojoxurh e = 1.

Borauciienne v = e !

(mod q).
Boraucienne z; = sv (mod q) u zo = —rv (mod q).

Borauciaenne roukn ssummnrudeckoit kpuoit C' = 21 P + 29(). U onpeaesienne
R = x¢ (mod q), tne xc — koopauuara x touku C.

B ciyuae paBencTBa R = r mojmuch npaBH/IbHas, HHaYe — HElpPaBUIbHASI.

CKpBITbIEe KAQHAJIBI

[Tockosibky B ajiropurme (opmupoBanus HUGMPOBONR MOJIUCKH ITPUCYTCTBYET CJLY-

JaitHoe 9ucyI0 k, TO MOMIUCHIBAIOIIUNE MOXKET HaJJIEXKAIUM BBIOOPOM 9TOI0O YHCJIA,

HpUJIATh HOANKUCH ( HEKOTOPBII «0COOBIi» BU/I, 3aKOJIMPOBaAB B Heil coobiieHue.
Pacemorpum ckpbiThie KaHAJIbI COTIACHO KJaccupukanuu, Jaaaoii CHMMOHCOM.
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2.1. IIImpoKOomoJIOCHbIE KAHAJIBI

B mpocreiimeM ciaydae MOXKHO HOACTABATL CaMO COOOIIeHHe BMecTo dncaa k. Amro-
puTMbl (DOPMUPOBAHUS U IIPOBEPKHU HOAIMCH IPUHIUIIMAJILHO He U3MEHATCH, U TOT,
KTO 3Haer KJIOY IIPOBEPKHU, MOZXKET 110-IPexKHeMY LPOBEPUTb IIPABUJIbLHOCTH 110I-
mucu. Ho ecsin nposepsionieMy M3BecTeH Tak:Ke KJIH0Y IOANUCH d, TO OH MOXKeT
BeIIHCIUTE k 0 dbopmyste, BeiTekatomuii u3 (1):

k=e s —rd) (mod q),

a eCJIM KJII0Y MOJITNCH HEM3BECTEH, TO JI/Isi HAXOXK/JIEHHUsS k HyKHO PEIIUTb IPod/emy
JIUCKPETHOT'O Jiorapudma B rpylilie TOYeK JIIUITUIECKON KPUBOIl.

HecmoTps Ha MakcHmMaabHYIO TPOMYCKHYIO CIOCOOHOCTH, JTAHHBII KaHAT 0OJa-
JlaeT CepbEé3HBbIMU HeJ0CTaTKaMU:

1. IIpoBepsiiomiemy HEOOXOAMMO 3HATH KJIOY MOJAMUCUA. JTO ABJISETCS OYEHb Ce-
PBE3HBIM HEIOCTATKOM, IIOTOMY 9YTO B 9TOM CJIyYae /s IOIIHCHIBAOIIETO CY-
MECTBYeT yIrpo3a KOMIIPOMETAIMH ero KJ0Ya IOIIICH, ¥ OH JTOJ2KEH MOJTHO-
CTBIO JIOBEPUTHCA CBOeMY cobeceHHKY. Kpome Toro, B psijie ciydaeB 3apamHee
HEBO3MO2KHO Y3HATb KJIIOY IIOIIIMUCH. CTOI/IT TaKzKe OTMETUTb, 4YTO B O6H.[eM
caydae ducyo k Oyger HEKOTOpoit oOparumoil (pyHKIHeH 0T CKPhIBAEMOIO CO-
oOrIeHust, ¥ 3HAHUE COODIIEeHNs B/ICYET 3a cOOOi 3Hanue duc/ia k, n3 KOTOporo
JIEIKO IIOJTy9IaeTCs KJIFOY ITOIIMHICH:

d=1r"Ys—ke) (mod q), (2)
T. €. 00OMEH «OOJIBIIUMEI» COOOIMEHUSIME BJICUET 3HAHUE KJIIOUA, IIOIIINCH.

2. Croiikocts anropurma ['OCT P 34.10-2001 cuibHO 3aBHCHT OT KadecTBa HC-
nosb3yemoro I'TICII, moromy 4To nmpu moBrope dmciia k MOKHO JIETKO BBIYHC-
JIMTH K04 nognucu d. Tak Kak 9uc/Io r 3aBUCUT TOJIBKO OT Kk, TO OHO Oyuer
B 000MX CJIy4asiX OJIMHAKOBBIM, M IIOJIyY9aeTCs TaKasi CUCTeMA:

s =rd+ key (mod q), so = rd + key (mod q), (3)
u3 KoTopoii ciemyer dopmyia s k:
k= (s —51)(es —e1)™" (mod q),

a 3Has k, MOXKHO yzKe Haiitu d o dopmyte (2).

B ciydae ucmoJsib30BaHHS CKPBITOTO KaHA/Ia JIaHHAsS CHTYyallds CTAHOBUTCS
OYeHb BEPOSITHOW — IIPUMEPOM MOZKET ObITh OOMEH PeryJsipHbIMU €Ky PHbI-
M# coobIeHusIMI. HTOObI UCIPABUTDH ITOT HEJOCTATOK, MOXKHO HCIIOJIb30BAThH
HpUEM <«IIOJ/ICAJTUBAHULAY YHUCTAa k — 3aMeHbl YacTU €ro OUT Ha CjydailHbIe.
[Ipu u3B/IedeHUE CKPBITOrO COODIIEHUs cobeceHUK Oy/IeT MPOCTO UTHOPHUPO-
BaThb 3T OUTHI. JlaHHBIH TPUEM ILJIOX TeM, UTO KEPTBYETCs MPOIYCKHAs CIIO-
COOHOCTH CKPBITOTO KaHAJIa, HPUIEM YHCJIO MOAMEHSIEMbIX OUT JIOJIZKHO OBITH
JIOBOJIBHO BEJIMKO JIJIsi 3allUThl OT aTaku mepedopom. Ecium 3/10yMblIIeHHUK
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3HAET, YTO JBA CJAYYARHBIX YHCJIA B cHCTeMe (3) OTIHYAIOTCa Ha HeGOIbIIoe
qHCA0 N OUT B U3BECTHBIX IO3HIHUAX, TO OH MOKeT IOIBITAThCS PEmuTh 2"
CHCTeM JIMHeHHbIX ypaBHenuil. /lig ycioxKHeHus cXeMbl MOZKHO IIOCTOSHHO Me-
HATH IO3UIUU 3aMEHAEMBIX OUT 110 HEKOTOPOMY 3apaHee U3BeCTHOMY 3aKOHY.

Ho ectb u boJiee GesonacHbiilt MeTO/1, KOTOPbIH HE HOIVIONAET HPOILYCKHOMN CII0-
cobrnocru Kanasta. MokHO BMecTo yncia k ucnouab3osars: ki = k+h; (mod q),
rJie 9UCJIO h; SaBJIgeTcd JIeHCTBUTEIbHO caydaiubiM. [lomydarens jiig Boccra-
HOBJIGHUSI UCXOJHOTO coolmmienust Boraucaut: k = k. — h; (mod q). IlousrHo,
9TO HOC/IE0BATEIBHOCTD h; JOIZKHA ObITh U3BECTHA 00OUM. DTOr0 MOXKHO JI0-
CTUYb, HAPUMED, UCHOJIB3Ysl OOIIHUEe CeKPETHBbIE MapaMeTPhl JjIs KPUIITOIDA-
duuecku croiikoro ['TICII. B kauecTBe TaKOro remeparopa MOKeT BbICTYIIATH
reHeparop Ha ocHoBe (byHKIMi x3mupoBanus. [lycrs H (z) — 310 256-6urHas
xam-yHKIus, Hampumep, 310 MoxkeT O0biTh ['OCT P 34.11-94 wim SHA-256.
Torna IICII Oyner BbITIS/IETH TAK:

hQZH(d),hZ:H(hz_l||d),’l:1,2, (4)

Od4eBUIHO, MMOCIEI0BATEILHOCTD JIETKO MOPOZKIAETCI 0 U3BECTHOMY KJIOUY
HO/IMTHCH, HO 0€3 ero 3HaHUs BBIYUCIUTETHLHO TPYAHO HOJYYHTH KaK CJIEeIyIO-
mue, TaK U IMIPebIIYIne YaeHbl MOC/Ie/I0BaTeTbHOCTH. KpoMe 3HAHUS KII09a
HoJucu cobeceHUKAM He HYKHO UMeTbhb Jpyrux cekperon. llosydarommecs
B pe3yJ/ibTare HOIUCH OY/yT HEOTJIUIUMbI OT «OOBIYHDBIX».

3. He Bcskoe coobienne, KOTOpoMy COOTBETCTBYeT HeKoTopoe uucsio 0 < k < g,
MOYKHO BCTPOHUTH B MOJAMHCH. DTO CBA3aHO ¢ orpammdenusmvu (4) u (5) mma-
ro asjroputma dopmupoBanus noamucu: r # 0 (mod q) u s # 0 (mod q).
[Toso6Guble mozmucu orbpaceiBatorcs Ha mare (1) ajgropur™a IPOBEPKH MO/I-
nucu. [Ipuuém 3apanee ckaszarb, /i KAKuX k He MOy IUTCS CO3/AATh MOJIIUCH,
TSKEJIO U3-38 CJIOZKHON 3aBUCUMOCTH T 1 S OT k.

Ucnonb3yst HekoTopoe 0bobiienne cucreMbl (3), MOKHO Peajn30BaTh CXEMY Ie-
Hepalunu 4uceji k‘, KOTOpad IMO3BOJIUT 1IPU 3HAHUU HEKOTOPOI'O CeKpETa Y3HATb KJIIOY
nonucu. Hampumep, MOXKHO UCIIOJIB30BATh TaKylo0 MOC/I€I0BATETHHOCTD K;:

]{50, ]{52 = aiki_l + bz (mod Q),Z = 1,2, cey

rjie kg — 3€pHO, MOJIyYeHHOE U3 HEKOTOPOI'O BHENIHEIO MCTOYHWKA SHTPOIUHU, A 110~
CJIeJIOBATEJIBHOCTU @; U b; mocrpoenbl aHajgorudso (4) Ha ocHoBe Kioueil d, u dy
COOTBeTCTBEHHO. /I Tex, KTO He 3HAeT THX KJ/Ueil, IOC/Ie0BaTeIbHOCTD k; AB-
nsercs croiikoit kpunrorpadudeckoit IICII. Ho Tor, komy uzBecTHb! K109n d, 1 dp,
MOZKET IePeXBATHTD JIBE IOCIeI0BATe/IbHbIE MMONUCH U, 3HAS HOMEP ¢, BHIUUCIHTD
a; u b;, a 3aTeM PenuTh CUCTEMY:

Si—1 = Tim1d + ki_1e;-1 (mod q), s; = rid + (a;ki—1 + b;)e; (mod q). (5)

Owna JuHeiiHas, 1 B Heil TOJIBKO JIBa HEU3BECTHBIX: d U k;_1, KOTOPBIE JIEI'’KO HAXO/IAT-
cd. i «IIpocThIXy MepeXBaTINKOB HEM3BECTHBIX B 9TOU CHCTEMe CJIUIIKOM MHOTO.
Nmes jaxke 60J1b110€ KOJIMYECTBO lIePEXBAYEHHbIX [IO/IUCEH, BBIYUC/IUTEIbHO TPY/I-
HO PEIIUTh CUCTEMY W3-3a CJIOKHOMI cBsi3u Mex 1y wienamu B [ICII a; u b;.
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3. VY3KOIIOJIOCHBIEC KaHAJIbI

OCHOBHBIM TPENMYIIIECTBOM Y3KOIMOJOCHBIX KAHAJIOB SBJISIETCS OTCYTCTBHE HEOOXO-
JIUMOCTH PACKPbIBATH KJIFOY 1ojnucu. K HejocTarkam 2Ke MOKHO OTHECTH IIOBBIIIIEeH-
Hble TpeOOBaHUS K BbIYUC/IUTE/IbHBIM PEcypcaM — IaMsATU U IIPOIECCOPHOMY BpeMe-
Hu. VIMEHHO OrpaHMYeHHOCTBIO ITUX PECYypPCOB U ODYCJIOBJIEHA HU3KAs HPOILYCKHAS
CHOCOOHOCTH ITUX KAHAJIOB. Y3KOMOJIOCHBIE CKPBIThIe KAHAJIBI MOXKHO YCJIOBHO pa3-
JIeJIUTh Ha BePOATHOCTHBIE U JIeTePMUHAPOBAHHBIE.

3.1. BepoaTHOCTHBIE KaHAJIbI

KuroueBoit 0coOeHHOCTHIO ITUX KAHAJIOB SIBJISETCH TO, 4YTO TpedbyeMble CKPbITbIE CO-
OOIIEeHUsT MOZKHO IIOJIYYUTh TOJIBKO C HEKOTOPOH BepOATHOCTHIO. HeMm OoJibliie OuT
Oy/ZieT B COODIIEHNH, TeM MeHbIIe BePOATHOCTb €ro 1ojiydurb. B obuiem ciydae aJji-
TOPUTM CO3/IaHUS BEPOSTHOCTHOTO KAHAJA BBILJISIUT Tak [4]:

1. IlomnuceIBafoNIuili U IPOBEPSIONINI TOrOBAPUBAIOTCSI O HEKOTOPOM CEeKpPeTHOI
KioueBoit yukmuu hy (), Koropasg orobpazkaer MOANUCH ( WIH €€ 4acTb
(r i $) B HEKOTOPYIO MOCJIeI0BATEIbHOCTh O6UT M, a Tak:Ke 0O HEKOTOPOM
criocobe KOJIMPOBaHUs COODIIEHUS TAKON 1OC/I1€/10BATEIbHOCTDIO.

2. lloanucerBarommuii reHepupyeT caydaiinbie ducia k, popMupyer I KazKJ0ro
U3 HUX HUGPOBYIO HOJANKUCH 110 CTAHJAPTHOMY aJIOPUTMY U BbIUMCJIAET 3HaA-
yeHust GyHKIMU N () OT HOJLYYEHHBIX MOAIMCER JI0 TEX HOP, HOKA HE HOJLYy YUT
10CJ1€/10BaTe/IbHOCTD OuT M, COOTBETCTBYIONLYIO BCTPAMBAEMOMY COOOIIEHUIO,
JI0O0 IOKa He KOHYUTCS OTBEIEHHOE Ha, IOJIIICH BPpeMs — B 9TOM CJIydae BCTPO-
UTHb COODINEHUE HE YIACTCH.

3. Ilocse mpoBepKy MOJIIUCH MOJIYyYaTeb, 3HAS CEKPETHBINH K04 K U aJropuTMm
JIEKOAUPOBaHUS IIOCae0BaTe IbHOCTH M, U3BIeKAeT CeKPEeTHOe COODIIEHNUeE.

B kauecTBe npumepa MOXKHO MPUBECTH KaHAJ, IIPeII0zKeHHbIH CHMMOHCOM, JIJIs
DSA [6]. Ero apanranus qis moamucu 'OCT P 34.10-2001 GymeT BBINISAIETH Tax.
CexkperHbIM KJIFOYOM K SIBJISIIOTCS 1 PA3JIMIHBIX OOJIBIINX MPOCTHIX duces . OyHKius
hi () craBuT B COOTBETCTBHE YACTH T HOJALIUCU HOC/IEJA0BATEIbHOCTL M, COCTOAILYTO
u3 n ouT, riae i-it ouT paBeH «1», eC/d 7 ABISETCS KBAJAPATUIHBIM BBIYETOM 110 MO-
JLYJTIO i-T'0 IPOCTOTO ducia, u «0» — B nporuBHOM ciy4ae. IlociaenoBarebnocts M
0e3 JIONOJTHUTE/IBHBIX IIPeo0pa30BaHuii U OYJIeT ABIATHCA CEKPETHBIM COOOIIEHHEM.
BepositHOCTH TOTO, 9TO 7 Oy/AeT KBaJAPATHIHBIM BBIYETOM II0 MOJYJI HEKOTOPOIO
IPOCTOTO YHUC/IA, COCTAB/IAET %, JUIS M, 9HECEJI COOTBETCTBEHHO — % Yem Oosibiie
HOJIIKMCEH B eIUMHUIY BPEMEHH MOXKET I'€HePHPOBATH IMOMIIUCHLIBAIONIUI, TeM 0O0JIb-
IV JIUTHHY CKPBITOrO KaHAJa OH MOYKET ceDe MO3BOJIUTD.

Ha nrare (1) anroputma co3/aHust BEPOSITHOCTHOIO KaHAA JfCTBUTEIHHO Y00~
Hee MCII0JIb30BaTh YaCTh I MOIIKCH, [IOTOMY YTO OHA BbIYUC/IseTCs mepBoil. B kade-
crBe pyHkuuu hy () MOXKHO, HAIIPUMED, UCIOJIB30BATH CJlejyronue (hyHKIIK:

o xvu-pyuknuio [OCT P 34.11-94 co crapToBbIM BEKTOPOM X3MIUPOBAHUS, PAB-
HbIM K, jin0o JIpyryIo KJIIO4YeBYIO X31ii-(hyHKIUIO;
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® BO3BeJEHHE YHCJIA I B CEKPETHYIO CTeleHb, PaBHYI K, 10 MOIY/II0 9HCIa (.
DTOT crocob OCHOBaH Ha IPodJIeMe JTUCKPETHOTO JIOrapu(PMHUPOBAHUS B KOJIbIIE
BBIYETOB II0 MOJLYJIO IPOCTOrO UHCIA.

® YMHOXKEHHEe TOYKH JUIHITHIeCKOi KpuBoil C, moydaemoil Ha mare (4) aaro-
purMa (GOPMUPOBAHUS MOJIUCH, Ha CEKPeTHOe 4UC/I0 K, B KauecTBe 3HAUYeHUs]
byuxnuu Oyjer Bbicrynarb KOOpJAUHATA T HOJIYyYEHHOH TOYKH. DTOT CLHOCOD
OCHOBaH Ha Ipo0bJjeMe JUCKPEeTHOIO JIOrapu(pMUpPOBaHUs B IPYIIE TOYEK 3JI-
JANTUYIECCKON KPUBOMU.

B kadecrBe crocoba KOJUPOBAHHs 3HAYEHUS MPEITOKEeHHBIX (DyHKIuil A ()
B CKPBITOE COODIeHHe MOXKHO HCIIOJIb30BaTh OCTATOK OT JeJeHHs Ha CTeleHb 2,
KOTOPBIil paBeH MJIAJMNM OnTaM 4ncja. Eciam JomycTuThb, 9TO BCe OCTATKH OYIyT
PABHOBEPOSATHBI, TO BEPOSATHOCTD 10JIy4€HUs] KOHKPETHOI'O cOODIeHus OyleT Takas
ke, Kak B npumepe CuMMOHCA.

Ha mare (2) asropuTma CO3JaHHsI BEPOSTHOCTHOIO KaHAJA MOYKHO HCIIOJIB30-
BaTh CJIEIYIONIYIO ONTHMU3AIN0. BMecTo remepamun HECKOJTBKIX CAYIadHBIX THCET
k MOXKHO creHepHpOBaTh OJHO, a 3aTeM HpUOABIATH K HmoJydeHHON Touke C' = kP
TouKy P, 1noka He nmojydum HyzKHOro 3uadenus GyHkiuu hg (). Dror crocod e
yMEHbIIAeT 0e30MaCHOCTh MMOJIIMCH, HO HO3BOJISIET 3aMEHUTH MHOIOKPATHOE YMHO-
JKeHHe TOYeK Ha 0oJiee MPOCTOe CJIOKEeHHE.

3.2. JlerepMUHUPOBaAHHbIE KAHAJBI

JIaHHBIIA THUII CKPBITBIX KAHAJIOB IMO3BOJIAET FAPAHTHPOBAHHO CO3/IaBaTh TpedyeMble
CKPBITBIE COODINEHUs, HO TpedyeT OT JIUIa, U3BJIEKAIONEero coobIeHus, OOIbIIOoi
IPOIECCOPHOIT MOIIHOCTH U JAOMOJTHUTEIbHOM maMsaTh. AJTTOPUTM BBILJISIAT TaK:

1. TlognuceiBatronuii 1 TPOBEPSIONINIl TOTOBAPUBAIOTCSA O Pa3Mepe CKPBIBAEMbBIX
coobmiennii. [loanucearommuii renepupyer ko4 s [ICII, nocrpoennoit mo
upunipiy (4), 1 cCOXpaHsieT ero B CBOefl HOCTOSIHHOM HaMsTH. 3aTeM OH Ie-
Hepupyer 6ojibinoe dncsio n waiaeroB roi [ICII, rae n — gucio coobiieHmii,
KOTOPBbIE OH CMOZKET OTHPABUTDH IO TOMY KaHaJy. /I KayK/I0ro U3 3TUX JIi-
cest mofnuchBaromuii Beraucager touky C w3 mara (4) aaropurma dopmu-
poBanusi nojnucu. Bce n 1OJy9eHHBIX TOYEK MOMUCHIBAIONINI OTIIPABJISET
LPOBEPLIOIEMY.

2. HoanuceiBatomuii HaunHaer HGOPMUPOBATH HMOJIKMCH 110 CTAHJIAPTHOMY aJIlO-
purMmy, HO ciay4aiiaeie yucia ou oeper u3 [ICII, Boccranossiennoit mo coxpa-
HéHHOMYy Kuitouy. Bmecro Toukun C' on ucnosawsdyer touky C' = C' 4+ mP, tie
0 < m < 2" gaBisgercsd CKpbIBaeMbIM COOOIIEHHEM, JTUHOI n OUT.

3. llocse mpoBepKHu HOAINCH IPOBEPAIONINNA HAUNHAET IIPUOABIATDL K OUepeTHOM
touke C' U3 TOUYEK, epelanHbIX eMy Ha mrare (1), Touky P 10 Tex mop, moka He
noayunr Touky C’. ITo umcsy omepaumii C102KeHUsST OH BOCCTAHOBUT CKPBITOE
coo0IIeHIE M.
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B nmamHOM ajropurve mpoBepAOINUAi TaK W HE y3HAET HU OJHOTO CJIYYaifHOro
quca k u3 cekpernoit [ICII. CieroBaTe/ibHO, OH HE CMOKET BBHIYUC/IUTD KJIIOY MO/I-
mucu 110 (opmysie (2). IIpoBepsromeMy CI0KHO YCTAHOBHTH 3aBHCHMOCTb MeEZKJy
lepeJadHHbIMA €My TOYKaMU, a TaK2Ke Y3HaTb I10 KOHerTHOﬁ TOYKE UCIIOJIBb30BAHHOE
caydaitaoe dncsio. HegocrarkoM JaHHONO aJIrOpUTMa ABJISIETCS HEOOXOAMMOCTD I1e-
pegaBaTh 60JbII0I 00beM nHGoOpManuy Ha mare (1), a Tak:Ke HEPpABHOMEPHOCTb BO
BpEMEHH, 3aTPAdnBAEMOM Ha JeKOJAUPOBAHIE IOJIyUIaTe IeM PA3JIHIHBIX COOOIEHMII.
9Ty HEPaBHOMEDPHOCTH MOYKHO CIVIA/INTh, €CJIM HAYMHATH HMPOBEpKYy He ¢ Touku C
a C TOYKH, CABHHYTOI OT HEE Ha HEKOTOPOe CJIydailiHOe YHC/I0 TOYeK P, u B JaJjib-
HelileM OCyHieCTBJIATh CJIO2KEHHE C TOYKaMH! P ITUKJ/JINYIECKHU C y‘{éTOM I'paHuly CO-
OOIIIeHUS M.

4. JIukBuganus CKPBIThIX KaHAJIOB

Bce mpejcraBieHHBIe CKPBITHIE KaHAJbI OCHOBAHBI HA TOM, UTO IIO/IINCHIBAFOIINIM
MOZKET CaMOCTOSITE/IbHO BbIOUpATDH Ciaydaiinoe ducjo k. C Apyroit cTOpOHbI, HEJIb3sI
JIOBEPHUTH KOMY-TO T'€HEPALHIO 9TOI0 YMCJIa, TAK KAK 9T0 HEMHHYEMO PACKPOeT KJI04
nozmucu. O4eBUIHBIM U HauOOJIee MOAXOISAIIIM pelleHueM OyaeM COBMEeCTHAas T'eHe-
panus 9ucaa k TakuM 00pa3oM, 9TO MOIIMNCHLIBAIOIINI HEe CMOKET KOHTPOJIHPOBATD
HU OJUH OUT 4ucja k, a KOHTPOJLIEp HE CMOXKeT y3HAaTb HU OJUH OUT duciaa k.
B koHIe mpoToKo/Ia KOHTPOJLIED J0JKEH YOeAUThCsI, 9TO HOAINCHIBAIOIIMA HCIIOJIb-
30BaJl HMEHHO TO 9YHCJI0, KOTOPOE OHU CIeHePpHPOBAJM BMecTe. Ajranraius mpoTo-
KoJ1a, mpeioxenaoro Cummoncom st DSA [5], miag mogmucu TOCT P 34.10-2001
Oy/leT BBITJISIIETH TaK:

1. IloanuceiBaromuii regepupyer 4ucao k' u OTHpaBisger KOHTPOJIEPY TOUYKY

U=FkP.
2. Konrposiep Boibupaer ciay4aiinoe 1ucio k” u ornpasisier nouChbBalOIIeMy.

3. IlognuceiBaromuii ucmoab3yer st co3aanus noamucu quciao k = k'k"” (mod q)
1 OTHpABJISeT MOJYYEHHYIO IIOJINCHL KOHTPOJLIEpPY.

4. KourpoJurep IpoBepser MOIINCh, a TaKXKe TO, 4TO KoopauHara x Touku k”U
CpaBHUMaA C 7" IO MOJYJIIO q.

[Iporokos CuMMOHCA UMeeT CePbE3HBIN HEJOCTATOK — Ha mare (2) KOHTpoIep
MOZKET CaM YIIPaBJISTh 9aCThIO " IOJIIUCH U BCTPOUTH B HEE cOOCTBEHHOE CKPBITOE CO-
obmenune. /g mpeoTBpalieHus 3TOro MOXKHO CJIeIaTh CAEYIONLYI0 MOIMMDUKAIIIIO
nporokosia. Ha mrare (1) moanuceiBaroruii BMecto T09ku U JOIZKEH OTIPABUTD 3HA-
qeHue xX3M-PyHKIUA 0T 310l Touku. Konrposuiep ymaokaer 104Ky C, MOy daeMyio
na ware (6) ajropurma nposepku nudposoit nopuucu, na k! (mod q), cuuraer or
Heé 3HaYeHUe XAMI-PYHKIUKA U CBEPSeT ¢ MOJYYeHHBIM OT IOJMUCHIBaioNero. B Ta-
KOM BapHaHTe IIPOTOKOJIa HU MOJIIHCHIBAIONINI, HI KOHTPOJLIEp He CMOTLYT 3apaHee
y3HaTbh, KaKUM OyzeT 4ducjo r. Ho mpuMenenme KOHTpoJLIepa JJisd CO3/IaHUs IOJI-
nuceit BO3MOZKHO JIaJIEKO He BCerJia, U OT CKPBIThIX KaHAJIOB HOJHOCTHIO N30aBUTHCS
HEJIb34.
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5. Kpunrorpaduieckne npoTOKOJIbI

B 10 Bpemsi kKaK y3KOIOJIOCHbIE KaHAJIbl YJ00HEe JIjIsi OPraHu3aluu yTeUYKH KJIIO-
4a HOJIIIMCH B HEIIPOBEPEHHBIX pea/in3alusdx mudpoBoil Mo ucu, NmpoKOIOJI0CHbIE
KaHAJIBl MOYKHO WCIOJIb30BAaTh B KPUNTOrPAMUIECKHX MTPOTOKOIAX I JeraJbHOM
nepeadnl CeaHCOBBIX KJIFOUell, mpuuéM caM dakT mepefadn Kaiodeil MOyKeT OBbITb
ckpbIT. CKPBITHIIT KaHAJ MOYKET BBIIOJIHATH (DYHKIUKA Hpa, IPU ITOM COXPAHST-
csd Bce «00blYHbIey cBOCTBA 1uppoBoit nomucu. Takum 00pa3oM B HOAINKUCH MOZKHO
3a1upoBaTh CEAHCOBbBIHM KJIIOY, & ITPOBEPSIONIUI CMOKET 1HO-1IPEKHEMY ITPOBEPUTH
IeJTOCTHOCTB COODIIEHUs U €ro aBTOPCTBO. B MHMPOKOMOJIOCHOM KaHaJle MOXKHO Ie-
peJaTh CEAHCOBBIH KJIIOY pa3dMepoM 256 OUT, YTO JIOCTATOYHO JI/Isi TAKHUX CHMMET-
puunbix mudpos, kak OCT 28147-89 uiu AES-256.

Byzewm ucnosnb3oBarh cranaprasie 3| nMeHa Jyisi y4acTHUKOB IPOTOKOJIOB: AJin-
ca — CTOpPOHA, MHUIIMUPYOMAs ceanc, bod — cropoHa, ¢ KOTOPOil yCTaHABINBAETCS
ceanc, T'peHT — J0BepeHHAs MPOMEXKYTOTHAA CTOPOHA.

[Mopmucs Oyuem obosnadars tak: Sg(k, M), rae d — kiuou nojauucu; k — cJiy-
4aifHOe 4MCJI0, MCIIOJIb3yeMoe i (popmupoBanus mojnucu; M — 1nomnucbiBaeMoe
coobienue. Bmecre ¢ nojiiucbio B IPOTOKOJIAX MOJPA3yMeBAeTCs lepejiada caMoro
coobmenns M. [IpencraBieHHbIe TPOTOKOJIBI MPENOIATAI0T CHHXPOHI3AMUIO TacOB
BCeX YYACTHUKOB. llorpemrHocTh CHHXPOHU3AIUN KOMIIEHCUDPYETCS 3aIOMIHAHIEM
UCTOPUU 1IepeJiad B TedeHre HeKoToporo spemenu. [lepejjaua MeTok BpemeHnu BmecTe
C BpEMEHeM 2KU3HU KJ/II04Yeil 3alluiiaeT 0T HOBTOPHOI 1epejadn cOODIEHUI.

5.1. IIporokos Nel

Paccmorpum nepsblit IpOTOKOJI, KOTOPbI UCHOJIb3YeT HPOCTERINNiA UPOKOIIOJI0C-
HbII KaHaJl ¢ 00muM KJ49oM toanucu. OH sgBiisercs MOAuMUIMPOBAHHBIM BapHaH-
Tom Ga30Boit Bepcuu nporokosia Kerberos |3|. Bmecro mmdposanus 3/1ech ucmosinb-
3yeTcsd mudpoBas MOAIUCH CO CKPBITHIM KAHATIOM.

[Tycts Tpent numeer obuimit k1104 nomnucu ¢ Aymcoit — d4 u ¢ Bobom — dpg. dan-
HBIIl IIPOTOKOJI IIO3BOJISIET OOMEHSThCS CEAHCOBBIM KJIIOYOM, KOTOPBIH CreHepupoBaJl
Tpent, a TakzKe HPOBECTH B3aUMHYIO ayTeHTH(MUKAIUIO.

1. Asmmca orupasisier Tpenty coobmienne ¢ uaenTuguxkaropavmu: A, B.

2. Tpenr co3maér jBa cooDIEHUsI, COCTOMIIUX U3 METKU BpeMeHu 17, BpeMeHH
»ku3uu Kiaova L v upenrudukaropos. B coobmiennn jijist AJIMCHI HCHOJIB3YETCS
naentudukarop bobda, a a1 Boba Haob60poT. 3aTeM OH IOAIUCHLIBAET ITH CO-
obmienus KjaodaMu d4 u dg. B KadecrBe ciry4daiinoro 4mcia B 00€uX MOJIITHCAX
UCIOJIb3YeTCsl CreHePUPOBAHHBIN MM ceaHCcOBbIN Kitou K, 3ammdpoBannblii
coorBeTcTBEeHHO KJa09amu d4 u dp. [losyuennnie noanucu Tpent ornpasiisier

Asuce: Sa, (Ea,(K), B || Tr || L), Sap (Eap (), A || Tr || L).

3. Aumca mpoBepsier nepByio nojanuch Tpenrta, yoexkaaercs, 9To cOODIEHne Te-
Kylliee, U3BJeKaeT 1 PaciindPOBbIBALT CEAHCOBBINH KJIOY. 3aTeM OHA CO3/aéT
coobiiienue, cocrosiiee u3 eé ujeHTuduUKaATOpa U METKU BpemeHu, uudpyer
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ero CeaHcoOBBIM KJIIOUOM M OTIpaBiser Boby. Asmca rakxke mnocbliaer Boby
sropyio noxmuch Tpenrta: Ex(A || Tr), Say(Eay (K), A || Tr || L).

4. Bob upogenbiBaer ¢ moanuchbio TpenTa Te ke onepanuu, 9410 U AJuca, 3aTeM OH
pacmudposbiBaeT coodiienne AJChl 1 yOeK1aeTCst B TOM, 9YTO OHO TEKYIIee.
Cozmaér coobienne, COCTOSINEE U3 METKH BPEMEHHU ILIIOC €JIMHUIA, mudpyer
ero CeaHcoBbIM KJt04oM u ormpasisier Amuce: Fy(Tr + 1).

5. Anmuca pacmmdposbiBaer coodienne Boba n mposepsier MeTKy BpEMEHH.

6. Aynca u Bob mudpyor cBou coobIIEHNsI, NCIOIb3YsT CeaHCOBBIH Kio4d K.

[[Tudposanue ceancoBOro KJro4a HEOOXOAMMO JIJIsk TOTO, 9TO0BI AJinca He CMOTJIa
BBIYUCJINTD KJII04Y dp 110 dopmydie (2). Kpome roro, sto mesmaer gacru r nepeaBa-
eMbIX HO/IUCeil Pa3/JIMIHBIMUA. 3JI0YMBIILIEHHUK, ePEeXBAThIBAIONIMI COOOIEeHNs,
MOZKeT JlazKe He y3HATb, YTO B 3TOM IIPOTOKOJIE, KpOMe ayTeHTH(DUKAIUU, TPOUCXO-
JIUT OOMEH CeaHCOBBIM KJTI0UOM. [ JTABHBIM IIPEUMYIIECTBOM 0 cpaBHeHUIO ¢ Kerberos
sBsieTcs ayrentudukaius Tpenta, obecrednBaemast nudpPOBLIME O/ IUCIME.

5.2. IIporokosa Ne2

Paccmorpum Tenepb IpoTOKOJI, OCHOBAHHBIH Ha «HEJI0CTATKE» IIHPOKOIIOJOCHBIX Ka-
HAJIOB, CBSI3aHHOM C IIOBTOPOM CJIYYaflHOTO YHC/IAa W HOCJIELYIOIMMM BblYHCIEHHEM
KJfo49a noamucu. [ludpoBast moAIuCh MOKET HCHOJIB30BATHC 3€Ch I Pa3AeIeHus
CeKpeTa, B POJI KOTOPOro Oy/ieT BBICTYHATh CEaHCOBBIN KJIIOY.

Ilycrs TpenTy m3BecTHBI OTKPBITHIE KMOIH AJHCH — Aypen, B Boba — Bgpen,
HCIIOJIb3yeMble B HEKOTOPOi CxeMe acuMMeTpudHoro mmdposanusg. Anuce n Boby
U3BECTEH KJIIOY HPOBEPKH HOMIUCH Sygin() Tpenra. Dra noanuch Oyjaer uciosib3o-
BAThCA I ayTeHTuUKAIUA TPEeHTa B MOKET BbIUYUCIATHCS 110 JAPYTOMY aJITOPUT-
My. CKpBITBIN KaHA B 9TOH MOJIIUCH, €CJIU OH €CTh, UCIIO/Ib30BATHCS HE OyJIer.

1. Ajmuca orupasisier Tpenry coobiienue ¢ uienrudgpukaropavu: A, B.

2. Tpenr rerepupyer CeaHCOBbI KJI04 [, a TakyKe KJIIOYM HOJIKUCH U IIPOBEP-
KU JJIf aJFOPUTMa CO CKPBITBIM KaHAIOM — Tyjose U Topen. TpeHT cocTaBiid-
er COOOIIEHNe U3 MOAIMHCH Spain() KM09a Typen, & TAKIKE MOMMHCH COODIIE-
Husd, cocrosiero us ujenrudukaropa bobda, orkpsiroro kiouda bobda, merku
BpPEMEHU U BPEMEHM KU3HU CeaHCOBOI'O KJ/IO4a, CJleJIaHHON Ha KJiode 1ij,se.
B kauectBe cjiy4aitHOro uucjia B nojnucu ucnosb3yercs kjio4d K. [losyuen-
Hoe coobmienne Tpent mudpyer OTKPHITHIM KJII0YOM AJTHCH U OTIIPABJIAET €if:

EAopen (Smaln (T0p6n> ‘ ‘ STclose (K7 B ‘ ‘ Bopen | | TT ‘ ‘ L))

3. T'penr npojesbiBaer Te ¥x)e JjeiicrBus Jjisi boba u oripas/iser eMmy aHaJI0r14-
Hoe COO6HJ\eHHe: EBopen(Smain(Topen) || STclose(K’ A || A0p6n || TT || L))

4. Anuca pacmudpossiBaer coodienne TperTa, mpoBepsieT MOAINCH, yOerK 1aer-
cd B TOM, 4TO COOOIEHHe TeKyInee. 3aTeM OHa 3aIlH(POBBHIBACT OTKPBITHIM
kJiouoM Boba nojnuch Tpenra co CKpPbITHIM KaHAJIOM U OoTupas/iser Body:

EBopen(STclose(K’B || BOPGTL || TT || L))
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5. Anasornuno Bo6 orupasisier Amuce: Ea, . (S, (K, A || Aopen || Tr || L)).

open (

6. Asuca u Bob pacimdpoBEIBAIOT U MPOBEPSIOT IPUHATHIE MOIINCH. 3HAL JIBE
noyucu Tperra, KazK/blif 13 HUX MOYKET BOCCTAHOBUTH CEaHCOBbIi KJ04 /.

7. Aymca u Bob mudpyooT cBon coobIIeHusI, HCIO/Ib3Ys CeaHCOBBI K04 K.

K04 monucu co CKpBITBIM KAHAJIOM SBJISETCS OJITHOPA30BBIM, YTOOBI YIaCTHH-
KI He MOIVIH Y3HATH CEaHCOBOTO Kiova mocie maros (2) u (3). o Toii ke npudnme
UCIO/Ib3yeTcd MUuMPOBAHUE C OTKPBITBIM KJIIOYOM BMECTO CHMMETPUYIHOIO MG PO-
Banus. be3 nouucu Sy () Asuca uiu Bob moriin Obl BbliaBaTh cebs B jiajibHeii-
meM 3a Tpenra. Kurod st 9T0# MOAIUCH MOXKET OBITH JI0JIIOBPEMEHHBIM.

5.3. IIporokos Ne3

He Bcerna npuemsiem ToT paKT, 9TO CEAHCOBBIH KJIIOY I'€HEPUPYET TPEThs CTOPOHA,
B JaJibHeiieM eii Oy/er JOCTyIHA BCs Nepenucka. bosiee mpuB/ieKaTeIbHOW SBJISA-
eTCcs COBMECTHasI reHepalus Kiaoda Asmcoit 1 Bobom. Annca renepupyer K04 K 4,
Bob coorBercTBenHOo — Kp, ceaHCOBBINA KJIIOY 1OJIy4aeTcs B PE3YJIbTaTe CJIOKEeHUs
o Mojyi0 2 stux kioueit: K = K4 & Kg. CoBMeCTHYIO TeHepanuio KJI049a MOZXKHO
OpraHU30BaTh, HANPHMED, UCIOab3ys dhopmyry (5). OOMEHSBIINCH OTHON MO/IITH-
CbI0, YYACTHUKHU IIPOTOKOJIAa HE CMOI'YT B JlaJbHeHIIeM OTKa3aTbhCd OT BBIOPAHHOTO
ko4a. [loce oOMena Bropoil moaIuChIo MOXKHO OY/IET BBIYUCIUTH CEAHCOBBIN KJIIOY
cobece/IHMKA U yOEUTHCs B €0 HOJJINHHOCTH.

[Iycrs Asnca 3Haer KJIHOYH, UCIHOJb3yeMble BoOOM It reHepalyu moC/Ie10Ba-
tenprOCTedt af 1 bP, a Bob smaer kmoun Asuco aa aft u b, Takske oHE HMerOT

[

obmuit ko4 mudpoBanus K 4p, UCIOAb3YEeMbIil JIJId B3aUMHONU ayTeHTU(MDUKAIIUU.

1. Aumca renepupyer cBoit ko4 K 4, Beraucssier Kiaod nognucu dy = Ex, (K 4)
U COOTBETCTBYIOIIUN eMy KJII04 mpoBepku () 4. 3areM oHa (popMupyer coodIie-
HUE, COCTOosINee u3 KJada mpopepku, Tekymero nomepa B IICII 14 u noanucn
CBOEro HJIeHTU(UKATOpPA, METKU BpeMeHu 14 W BpeMeHU Ku3Hu L4 KJoda
K 4. B KadecTBe cIy4daitHOrO 4UCJIa B 9TOH IOIUCU HUCIOJIb3YyeTcs Kaiod K 4.
Autnca orupasisier Boby: Qa,ia, Sa,(Ka, A || Ta || La).

2. Bob nposepsier nojiuck Asmcsl U pojiesbiBaer e ke JeiicrBust. OH oTnpas-
asier Asnce: Qp,ip, Say (Kp, B || T || Ls).

3. Anmca mpoepsier moanuch boba un co37aéT HOBYIO MOINCH COODITEHNUSI, COCTO-
AIero u3 Kjtova nposepku boba u ero nomepa B [ICII. B kadecrBe cydaiitnoro
qucia oHa ucnoabsyer K’y = af}q Ka+ b;‘; U OTIPABJIAET 1OJIyYeHHYIO HOJIIUCH

Booy: SdA(K;DQB || iB)-

4. Bo6 sbruncasier K = al K + b2 u ornpasiser Ajice aHaJOTHYHYIO 0/I-

much: Sg, (K5, Qa || ia).

5. Asmuca u Bob npoBepsiior mostydeHHbIe MO/IMCH. 3HAsI HOMEPA TeKYIUX 4JIeHOB
[ICIT apyr apyra, oun MOryT pemurh cucremy (5) U BBIYHCIATD 10 Heil K04
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IO/IINCH U UCIIOJb30BaHHOE CiydaitHoe dncso. /s B3anMHOR ayTeHTH(HKA-
I OHHU IIPOBEPSIIOT, UTO KJIFOY MOIINCH — 3TO 3amudpOBAHHOE CJIydaiiHOe
YHCJI0. 3aTeM OHH BBIYHCJLIOT ceaHcoBbIi Kaod: K = K4 @ Kp.

6. Asnca u Bob mudpyor cBou coobIIEHUsI, NCIOIb3YsT CeaHCOBBIH Kio4d K.

3/I0yMBIIIUIEHHUK HE CMOXKeT peruTh cucreMy (5), OH TakzKe He CMOXKET 10/
MenuTh nojnucu wim nomepa B [ICII, moromy 4aro emy nmenssecren kjo4d K p. Hu
Aytuca, uu Bo® He cMOryT BBIYHMC/IUTH KJIIOY COOECEHUKA /10 MOJIYUEHUsl BTOPOil
HOJIIUCA W He CMOTYT OTKA3aThCd OT BHIOPAHHOTO CEAHCOBOTIO KJIOYA, MOTOMY UTO
B CJIydYae IMOJAMEHbBl KJI0Ua He MPOU30HIET ayTeHTH(OUKAINN.

5.4. IIporokoa Ne4

MoOKHO IPOBECTH COBMECTHYIO IE€HEPAIMIO CEaHCOBOIO KJIFOYa U B3AMMHYIO ayTeH-
THMUKAIIIO 10 aHAJOTHH ¢ AJCOPUTMOM JIMKBHIAINKA CKPBITONO KaHAJIA.
[Iycts Annca u Bob umeror obrmmit Kitod moanucu K 4g.

1. Anmca remepupyer cBoiil Kaod K 4, BBIYHCIAET X3II-KOJ, KJI0Ya U OTIPABIAEeT
ero Boby Bmecte co cBoum uipentuduraropom: A, H (K 4).

2. Bob renepupyer cBoil K/1104 K p 1 UCIOJIb3YET ero B KA4eCTBe CJIyYailHOIO YuC-
JIa JIJIs CO3/IAHUS MOJIIIUCH COODIIEHHS, COCTOLIIEI0 U3 CBOEro ueHTuduKaTo-
pa, MeTKH BpeMmenu 1p m BpeMeHnu xkusHu Lp xmoda Kp. Kmodom momgmucn
saBygercsa oomuii kiaod K 4p. [lonydennyio noanuch Bob ormpasisger Amuce:
Skas(Kp, B || Tp || Lp).

3. Auuca mpoBepsieT moanuch boba, u3Bjiekaer u3 moAnUCH ero K4 Kpg, Bbl-
quc/isger ceancoBblit Kimod K = K4 & Kp u ornpasisger Boby anajioruunyio
noanuchk: Sk, (K, A || Ta || La).

4. Bob mposepser moanuch AJHCHI, U3BJIEKAET U3 MOJMUCH CEAHCOBBINH K0d K,
BBIUHC/IET 10 Hemy Kaod Amncel K4 n ybexkaaercs, MpoBepsis ero X3MI-KO/T,
qr0 AJHca He 0TKa3a/ach OT IePBOHAYAILHOIO KJIIOUA.

5. Aunca u Bob mudpyor ¢cBou coobIIEHNsI, NCIOIb3YsT CeaHCOBBIH K4 K.

[HudpoBas moanuch obecrednBaeT B3aUMHY0 ayTeHTHdHKAU0 Amucel u boba.
3JIOYMBIIILJIEHHUK HE CMOXKET MOJMEHUTH HOJIUCH, IIOTOMY YTO OH HE 3HAET KJIIYa
Kp. Ajuce BBIMUC/IMTEILHO TPYAHO HANTH JAPYTrOfl KJIIOY, JAIOMIHIA TOT »Ke X3II-
KOJI, & BoOy BBIYHCIUTENIBHO TPYIHO Y3HATH K09 AJTUCHI 10 TOTO, KAK OH OTIIPABUT
eit cBoii. Jlyis 3TOr0 eMy HyKHO OOPATUTL X3II-(DYHKIIHIO.

6. 3akJiroueHue

lIpencraBiennble B cTaTbe CKPBIThIE KAHAJBI IPEIOCTABISIIOT MHOXKECTBO BO3MOZKHO-
creit Jyisd TaitHoit u Oe301acHoil 1epejgadn nHAGOPMAIUKM B CTAHIAPTHBIX U(MPOBBIX
noamucsax 'OCT P 34.10-2001. B ciay4ae nepemadn cooOmeHnt MIMPOKOIOJIOCHbBIE
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KaHAJIBI CTOUT MIPUMEHATh, KOT/Ia HICTOUYHUK U IIPUEMHUK COODITEHNT — 9TO OJTHO U TO
JKe JIUIO JIH00 MoIpa3eseHnsd OTHON OpraHu3anuu. B 3Tux ciaydadax He Tpou30iaeT
KOMITPOMeTAIlUH KJII04a MO/IUCH. Y 3KOIOJIOCHBIE KaHAJbI IPeJI0UTUTeIbHee, KOT/Ia
HPUEMHUKOM $IBJISIETCS JIUIO C DOJiee HUBKOM CTeleHbIO JOBepus JnbO Ipylia JIuil.
Haxoxienue kjiroda mojimcu Jijis noJjiydareseit OyJer B 9ToM cjiydae BblYUC/IUTe b
HO TPYAHOI 3a1a4eil. O0a THITa CKPBITOrO KaHaIa IPU IPABUILHOM IPUMEHEHUH J10-
CTYIHBI JIAIITb ABTOPH30BAHHBIM MOTYYaTeIIM U HEOOHAPYZKUMBI I8 MOCTOPOHHUX
JIUI, He 00JIaTA0NNX JTOTOJTHATETHHBIM CEKPETOM.

Ha mupoko1io/iocHbiX KaHaJlaX MOYXKHO CTPOUTH KpullTorpaduyeckue mpoToKo-
Jibl. [udppoBas nojinuch ¢ TakuM KaHaJIOM Oy/IeT BbIHOJHATH U (DYHKIIUU TIO/IIUCH,
u dynknuu mudpa. Takxke ¢ HOMONIBIO TAKUX HUMPOBBIX MOJAINUCENR MOAKHO ITPOBO-
JIATH COBMECTHYIO TeHePAIH0 KJII09a OJJHOBPEMEHHO C B3aNMHOU ayTeHTuMUKATIe.
Pasmep ckppiTOro Kanamga J0CTaTOYeH I OOJBIIMHCTBA CHUMMETPHIHBIX MIIMPOB.

Y3KOIOJIOCHBIE KaHAJIbl MOYKHO HCIIOJIb30BATH JJIs CO3/IaHUS peatu3aluil moj-
HUCH, OPraHu3yIoNuX yredky KoHpuaennuaibunoi uadopmanuu. Cieayer ocoden-
HO TIIATEJbHO HPOBEPATH KCIOJIb3yeMble IIPOrDAMMHbBIE U allllapaTHbIE CPeJ/ICTBA
JUTd co3JaHus MIUMPOBLIX MOAMHUCENl W FeHepaluu CIYYailHbIX YUCeN, MOTyJYeHHbIe
OT TPeTHUX JIUI, BO3MOXKHO, JazKe UMEIONNX JUIEeH3ni0 Ha uX u3rorosienne. [Ipes-
HOYTUTE/IbHEE UCC/Ie/IOBAHME UCXOIHBIX KOJIOB UCIOJIb3YEMbIX HPOI'PAMM M UX CAMO-
crodTe/ibHas KoMIIU/sus. B cirydae, Korjia ucXo/iHble KOJIbl HeJI0CTYIIHbI JIMO0 He0O-
XO/IUMbI JIOIIOJIHUTE/IbHbIE TAPAHTUU ITPOBEPSIONIEMY, MOZKHO IIPOBECTH COBMECTHYIO
TeHepAINIo MOJIICH ¢ KOHTPOJLIEPOM IO IPeII0KeHHOMY MPOTOKOIY.
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